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O v erv i ew
Th is do cume n t pro vide s s e curity- re late d in f o rmatio n f o r vario us co mpo n e n ts o f th e Cre s tro n
Fus io n ® Clo ud Se rvice s o f tware applicatio n . I n additio n , th e do cume n t pro vide s in f o rmatio n
abo ut Micro s o f t® W in do ws ® s e rvice s an d f e ature s in s talle d o r utiliz e d by th e Cre s tro n Fus io n
Clo ud Se rvice , as we ll as an y TCP o r U DP po rts us e d in co mmun icatio n .

Cl o u d I nf o rmat i o n
Cre s tro n Fus io n Clo ud Se rvice is de plo ye d o n a Cre s tro n ® clo ud e n viro n me n t an d us e s a
de dicate d Virtual Mach in e ( VM) f o r th e Cre s tro n Fus io n applicatio n an d a s e parate VM f o r th e
Micro s o f t SQ L Se rve r® databas e .

A ll VMs in th e de plo yme n t are jo in e d to a do main to pro vide be tte r s e curity an d e f f icie n t acco un t
main te n an ce .

Th e databas e is h o s te d o n a SQ L Se rve r VM, an d a de dicate d do main s e rvice acco un t is cre ate d
f o r e ach de plo yme n t.

Ac c es s Man agemen t
A n acco un t is re quire d to lo g in to th e Cre s tro n Fus io n Clo ud Se rvice . G ro ups an d us e r acco un ts
are cre ate d with in th e applicatio n an d s to re d in th e SQ L databas e . U s e rs are re quire d to pro vide
a us e rn ame an d pas s wo rd to lo g in to th e applicatio n . Th e us e rn ame mus t be un ique in th e
databas e .

Pas s wo rds are s to re d us in g SH A - 2 56 , wh ich is a o n e - way h as h me th o d. U s e r acco un ts can be
e n able d o r dis able d, an d pas s wo rds can be re s e t f ro m with in th e applicatio n . Th e re is o n e
de f ault admin is trato r acco un t th at can be re n ame d o r dis able d.

Se g re g atio n o f dutie s is acco mplis h e d by as s ig n in g g ro ups to f un ctio n al an d o bje ct s e curity
po licie s . Th e s e po licie s co n tro l wh at e ach us e r can acce s s with in th e applicatio n .

D ata an d In fo r matio n
Cre s tro n Fus io n Clo ud Se rvice in clude s pe rs o n ally ide n tif iable in f o rmatio n ( PI I ) , s pe cif ically
n ame s , e mail addre s s e s , an d me e tin g s ubje cts . Data is s to re d in de f in ite ly by de f ault. Data
re te n tio n rule s can be mo dif ie d to s uit th e cus to me r’s n e e ds .

Th e SQ L databas e is backe d up e ve ry n ig h t. A f ull backup is pe rf o rme d.
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Cert i f i c at i o n
Cre s tro n Fus io n Clo ud Se rvice is ce rtif ie d to us e th e Micro s o f t W in do ws Se rve r 2 0 19 an d
admin is te r th e W in do ws Se rve r® catalo g .

P ro xy S erv ers
Cre s tro n de vice s o n th e n e two rk in itiate a co n n e ctio n to th e Cre s tro n Fus io n Clo ud Se rvice .  
De vice s th at s uppo rt utiliz in g a pro x y to re ach th e h o s te d Cre s tro n Fus io n Clo ud Se rvice are
de f in e d be lo w. De vice s th at do n o t s uppo rt pro x y n e e ds a dire ct co n n e ctio n to th e in te rn e t to
co n n e ct to th e Cre s tro n Fus io n Clo ud Se rvice .

A ll Cre s tro n de vice s re quire lo cal DN S re s o lutio n .  So me e n te rpris e n e two rks do n o t s uppo rt lo cal
DN S an d re ly o n th e pro x y s e rve r f o r DN S lo o kups .  Th e de vice ’s proxyallow co mman d is us e d if
th e de vice ’s DN S can n o t re s o lve e x te rn al addre s s e s .

Cre s tro n de vice s th at s uppo rt pro x y in clude : A M- 2 0 0 , A M- 3 0 0 , TSW -56 0 , TSW - 7 6 0 , TSW -10 6 0 ,
TSS- 7 , TSS- 10 , TS- 1542 , DM-TX R X - 10 0 - STR , TSW - 57 0 , TSW - 7 7 0 , TSW - 10 7 0 , TS- 7 7 0 , TS- 10 7 0 ,
TSS- 7 7 0 , TSS- 10 7 0 , TSR - 3 10 , DG E-10 0 , DM-DG E- 2 0 0 -C, Cre s tro n Me rcury®, an d Cre s tro n
Me rcury® X co n f e re n ce de vice s .

Th e s e pro ce s s o rs s uppo rt cloudproxyurl an d cloudproxyauth f o r Cre s tro n Fus io n in th e
Clo ud: MC4, CP4, CP4N , MC4, DI N - A P4, PR O 4, an d A V4.

D at ab ase
A Micro s o f t SQ L databas e in s tan ce is us e d with th e Cre s tro n Fus io n Clo ud Se rvice .
Co mmun icatio n with SQ L Se rve r is do n e utiliz in g A DO . N ET calls . N o dire ct table acce s s is us e d
an d all acce s s is do n e th ro ug h s to re d pro ce dure s .

Th e SQ L man ag e d in s tan ce pe rf o rms f ull backup e ve ry we e k, dif f e re n tial backup e ve ry 12 -2 4
h o urs , an d tran s actio n lo g backup e ve ry 5 to 10 min ute s .

By de f ault, th e SQ L man ag e d in s tan ce data is backe d up. Th e backups are e n crypte d with
Tran s pare n t Data En cryptio n ( TDE) . A ll backups are e n crypte d at re s t, in cludin g L o n g -te rm
backup re te n tio n ( L TR ) backups . Th e s pe cif ics o f TDE ( in cludin g s tre n g th ) are de f in e d by
Micro s o f t an d can n o t be ch an g e d.

A dditio n al f ull backups o f th e SQ L man ag e d in s tan ce are made to a lo cal blo b s to rag e co n tain e r
o n a n ig h tly bas is . Th e s e additio n al backups are als o e n crypte d us in g TDE.
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Net wo rk Co mmu ni c at i o n
Fl o w
Th e f o llo win g imag e s h o ws th e Cre s tro n Fus io n Clo ud Se rvice co mmun icatio n f lo w ( all e x te rn al
po rts utiliz e TCP) :
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V i rt u al M ac hi ne S erv er
Cre s tro n Fus io n Clo ud Se rvice is an e n te rpris e - le ve l applicatio n th at re quire s a W in do ws I I S
Se rve r f o r h o s tin g th e we b clie n t an d th e Cre s tro n Fus io n s e rvice s . Th e o pe ratin g s ys te m us e d is
W in do ws Se rve r 2 0 19 .

Tec h n o lo gies
Th e f o llo win g W in do ws f e ature s are in s talle d o r e n able d an d us e d with Cre s tro n Fus io n Clo ud
Se rvice :

l . N ET 4. 5

l I I S 7 . 0 o r g re ate r

l A ctive X ™ s e rvice : U s e d f o r re mo te co n tro l o f o lde r Cre s tro n co n tro l s ys te ms .

Micro s o f t O pe ratin g Sys te m f e ature s activate d by th e Cre s tro n Fus io n Clo ud Se rvice in s talle r:

l A ctive Dire cto ry® s e rvice

l A pplicatio n Se rve r ( A S)

l A S H TTP A ctivatio n

l W in do ws Co mmun icatio n Fo un datio n ( W CF) A ctivatio n

l . N ET H TTP A ctivatio n

l . N ET N o n - H TTP A ctivatio n

l MSMQ Se rve r

l MSMQ H TTP Suppo rt

l R PC O ve r H TTP Pro x y

l A SP. N ET

l W e b Se rve r ( I I S) To o ls

l W in do ws Pro ce s s A ctivatio n Se rvice ( W A S)

l W A S . N ET En viro n me n t

l W A S Co n f ig uratio n A PI s

l W A S Pro ce s s Mo de l

l A DL DS

l A S En t Se rvice s

l A S TCP Po rt Sh arin g

l A S W e b-Suppo rt

l A S MSMQ A ctivatio n
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l A S N ame d Pipe s

l A S TCP A ctivatio n

l W e b O DBC L o g g in g

l W e b So cke ts

l W e b L e g acy Man ag e me n t Co n s o le

l . N ET W CF MSMQ A ctivatio n 45

l . N ET W CF Pipe A ctivatio n 45

l . N ET W CF TCP A ctivatio n 45

l SMTP Se rve r

l Po we rSh e ll- V2

l W I N S

l e Co n tro l® -X Pan e l

Clien t-Side Tec h n o lo gies
X Pan e l De s kto p s e tup is re quire d o n clie n t PCs wh e n us in g e Co n tro l to re mo te ly co n tro l Cre s tro n
s ys te ms . Th e X Pan e l De s kto p in s talls an applicatio n o n th e us e r' s co mpute r th at is re quire d to
lo ad an d run a co mpile d . c3 p de s kto p X Pan e l pro je ct.
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S ec u ri t y
Eve ry co mpo n e n t o f Cre s tro n Fus io n Clo ud Se rvice ( . DL L , . EX E) is dig itally s ig n e d by
Cre s tro n .

I n additio n , Cre s tro n Fus io n is s can n e d f o r vuln e rability, co n f ig uratio n , an d co mplian ce
as s e s s me n ts us in g N e s s us ® Pro f e s s io n al So f tware .

Co nnec t i v i t y Requ i rement s
De vice s co mmun icatin g with Cre s tro n Fus io n Clo ud Se rvice re quire dire ct o utbo un d
co n n e ctivity to th e in te rn e t th ro ug h th e f o llo win g po rts :

o 443 : H TTPS po rt pro vide s a s tate le s s - co n tro l co n n e ctio n with SSL e n cryptio n .

o 417 9 6 : Cre s tro n pro prie tary po rt pro vide s a s tate f ul CI P pro to co l co n n e ctio n with
SSL e n cryptio n .

Se e th e N e two rk Co mmun icatio n Flo w ( o n pag e  3 ) s e ctio n f o r a de taile d diag ram.

Th e path to th e in te rn e t f o r th e abo ve po rts n e e ds to be f re e an d un e n cumbe re d by o th e r
de vice s s uch as W A N o ptimiz e rs , f ire walls , an d s o o n .

Pro x y s uppo rt o n pro x y e n able d de vice s ( o th e r th an co n tro l s ys te ms ) o n ly s uppo rts
H TTP/H TTPS traf f ic.  Th e CI P co n n e ctio n co mpo n e n t f o r Cre s tro n Fus io n Clo ud Se rvice
re quire s a dire ct co n n e ctio n to th e in te rn e t.

Th e pro x y o n co n tro l s ys te ms allo ws H TTP/H TTPS/SO CKS.
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