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D S P-1 2 82 & D S P-1 2 83 :
S IP E nd p oint with Cis co®
Unif ie d Com m unica tions M a na g e r 1 0 .5
(S e cure )

I nt r od uct ion

This c onf igu r ation gu ide des c r ibes the pr oc edu r es r equ ir ed to c onf igu r e Cr es tr on Av ia™
D igital S ignal P r oc es s or (D S P ) dev ic es in a s ec u r e m ode. The dev ic es oper ate on the Cis c o®
Unif ied Com m u nic ations Manager (UCM) as As s u r ed S er v ic e S es s ion I nitiation P r otoc ol
(AS - S I P ) endpoints .

Aud i enc e
The intended au dienc e inc lu des thos e attem pting to c onf igu r e and u s e Cr es tr on Av ia D S P
dev ic es as s ec u r e S I P endpoints r egis ter ed to the Cis c o Unif ied Com m u nic ations (Cis c o
UCM).

Top ol og y
The diagr am below s hows the networ k topology f or integr ation of a Cr es tr on Av ia D S P
endpoint with the Cis c o UCM.

Se cur e SIP Endpoint Inte gr ation with Cis co UCM - Re fe r e nce Ne twor k
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The lab networ k c ons is ts of the f ollowing c om ponents :

l Cis c o UCM c lu s ter f or v oic e f eatu r es

l Cis c o S I P phones

l Cr es tr on D S P as the s ec u r e S I P endpoint

l Cis c o Unif ied Bor der E lem ent (UBE ) to ens u r e s ec u r e s ignaling and m edia within the
enter pr is e f or P u blic S witc hed Telephone N etwor k (P S TN ) c alls

S oftw a r e R eq ui r em ents
l Cic s o Unif ied Com m u nic ations Manager v 1 0.5 .2.1 39 00- 1 2

l Cis c o Unity Connec tion v 1 0.5 .2.1 6 9 01 - 1

l Cis c o Unif ied Bor der E lem ent v 1 5 .7(3)M

l Cr es tr on Av ia D S P dev ic es v 1 .00.25 1 .000

H a r d w a r e R eq ui r em ents
l Cis c o UCS - C24 0- M3S VMW ar e Hos t r u nning E S Xi 5 .5

l Cis c o 384 5 as P S TN gateway

l Cis c o UBE as a S es s ion Bor der Contr oller (S BC)

l Cis c o P hones : m odels - 9 9 5 1 (S I P ), 9 9 71 (S I P )

l Cr es tr on Av ia D S P dev ic es (2)

Pr od uc t D esc r i p ti on
The Cr es tr on Av ia D S P pr odu c ts (D S P - 1 282 and D S P - 1 283, s pec if ic ally) c ons is t of a f am ily
of pr ogr am m able digital au dio s ignal pr oc es s or s intended f or the c om m er c ial s ou nd
m ar ket. E ac h v er s ion pr ov ides 1 2 analog m ic / line inpu ts and eight analog line ou tpu ts . The
dev ic es inc lu de a Loc al Ar ea N etwor k (LAN ) c onnec tion and a Univ er s al S er ial Bu s (US B)
c onnec tion f or pr ogr am m ing and c ontr ol. The pr ogr am m able s ignal f low is a f ix ed
topology with u s er - c onf igu r able inpu t and ou tpu t pr oc es s ing c hains u s ing a libr ar y of
pr es et s ignal- s pec if ic D S P bloc ks .

Us e the Cr es tr on Av ia too to:

l D is c ov er the dev ic e on the networ k

l Conf igu r e the S I P par am eter s

l Conf igu r e the m ix er s to allow 2- way c om m u nic ation on a S I P c all

S av e the au dio c onf igu r ation along with the S I P c onf igu r ation as a pr ojec t f ile. The pr ojec t
f ile c an be loaded onto all of the D S P s that r ec eiv e s im ilar s ettings on a giv en pr ojec t. Minor
m odif ic ations m ay be nec es s ar y.

Us e the Cr es tr on Toolbox ™ s of twar e to dis c ov er and c ontr ol all Cr es tr on dev ic es on the
networ k.
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D u r ing the integr ation tes t, Cr es tr on Toolbox c an:

l D is c ov er dev ic es on the networ k

l Cons ole c onnec t to the dev ic es

l Conf igu r e the E ther net s ettings

l Upgr ade f ir m war e

S um m a r y
This doc u m ent des c r ibes how to c onf igu r e the Cr es tr on Av ia D S P dev ic es in s ec u r e m ode
on the Cis c o UCM as AS - S I P  endpoints . I t als o pr ov ides inf or m ation on how to r egis ter
dev ic es to the Cis c o UCM with diges t au thentic ation.

S u ppor ted f eatu r es inc lu de:

l S ec u r e m ode: es tablis hing a s ec u r e S I P and S ec u r e Real- Tim e Tr ans por t P r otoc ol
(S RTP ) s es s ion with the Cis c o UCM

l Regis tr ation with diges t au thentic ation

l Bas ic c alls with G 71 1 Ulaw, G 71 1 Alaw, and G 729 c odec s

l D u al- Tone Mu lti- F r equ enc y (D TMF ) s u ppor t

l E ar ly m edia s u ppor t

l Retr iev al of a par ked c all

l Tr ans f er ee in a c all tr ans f er

l Conf er enc e par tic ipant

l Mem ber of hu nt gr ou p

Uns u ppor ted f eatu r es inc lu de:

l Calls with non- s ec u r e (Real- tim e Tr ans por t P r otoc ol (RTP ) only) dev ic es

l Codec G 722

l Caller I D pr es entation with nam e and nu m ber dis play

l Call hold and r es u m e

l Call f or war ding on the dev ic e (f or war ding c an be c onf igu r ed on the P r iv ate Br anc h
E x c hange (P BX) f or the D om ain N am e (D N ) as s igned to the endpoint)

l Call waiting

l I nitiating a c onf er enc e

l I nitiating c all tr ans f er

l S har ed line

l I nitiating c all par k
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Known is s u es and lim itations inc lu de:

l The dev ic e u nder tes t (D UT) c onf igu r ed with s tatic I nter net P r otoc ol (I P ) networ k
s etting (D om ain nam e S ys tem (D N S ) s er v er f ield) f ailed to per f or m nam e r es olu tion
and ther ef or e, f ailed to v alidate the c er tif ic ate du r ing the Tr ans por t Layer S ec u r ity
(TLS ) hands hake. The dev ic e Linu x f ile did not c ontain the as s igned D N S s er v er
s etting. This is s u e was tr ac ked v ia Bu gzilla™ s of twar e def ec t: 1 4 301 9 .

l The D UT inv olv ed in a G 729 negotiated c all c ontained au dio with a gar bled v oic e. This
is s u e was tr ac ked v ia Bu gzilla def ec t: 1 4 1 4 81 .

l The D UT did not play Mu s ic on Hold (MoH) when a Cis c o UCM phone plac ed the c all
on hold. The Cis c o UCM s ent an MOH s tr eam af ter ac knowledgem ent (ACK) f r om
the S es s ion D es c r iption P r otoc ol (S D P ), bu t D S P did not play it. This is s u e was
tr ac ked v ia Bu gzilla def ec t: 1 1 6 04 9 .

l The D UT did not play MOH/ r ingbac k while an u nattended c all tr ans f er s f r om the
Cis c o UCM phone. Tr ans f er wor ked f ine and hear d two- way au dio. This is s u e was
tr ac ked v ia Bu gzilla def ec t: 1 4 6 05 8.

l D TMF digits pr es s ed on the D UT du r ing a c all with an I nter ac tiv e Voic e Res pons e
(I VR) pr odu c ed du plic ate entr ies . This is s u e was tr ac ked v ia Bu gzilla def ec t: 1 4 35 70.
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Cr es t r on Av ia DSP Config ur a t ion

This s ec tion pr ov ides the f ollowing details :

l How to s et u p c onnec tions to the am plif ier and s peaker

l How to ac c es s the D S P on the networ k (onc e power ed)

l How to c onf igu r e the D S P f or r egis tr ation and integr ation with the P BX

Connec ti ons
Make the f ollowing c onnec tions :

l Connec t m ic r ophone to D S P MI C/ LI N E I N P UTS por t 1

l Connec t D S P LI N E OUTP UTS por t 1 to " Au dio I n" on am plif ier

l Connec t " Au dio Ou t" of am plif ier to s peaker

l Connec t LAN por t to networ k

D ev i c e D i sc ov er y /Ac c ess
Us e the Cr es tr on Toolbox and the Cr es tr on Av ia tool to dis c ov er and ac c es s the c onnec ted
LAN and/ or VOI P por ts ) D S P dev ic es .

Us e the Help m enu to as s is t when per f or m ing the dis c ov er y and c onf igu r ation pr oc edu r e.

S e t Up S I P I n te r f a ce a n d R o u te s

The D S P u nits hav e s epar ate networ k inter f ac es f or Voic e ov er I nter net P r otoc ol (VoI P )
and LAN  on the r ear panel. Conf igu r e either one f or S I P c alling. The def au lt c onf igu r ation
binds S I P c alling to the LAN inter f ac e. An optional c ons ole c om m and binds the S I P
inter f ac e to the VoI P c onnec tor . Conf igu r e all VoI P c onnec tions on a s epar ate Vir tu al Loc al
Ar ea N etwor k (VLAN ) or s u bnet. VoI P c onnec tions c annot be on the s am e s u bnet as the
LAN c onnec tion.

E ther net

Us e the E ther net c om m and to tu r n the VoI P por t on/ of f .

DSP-1281>Ethernet ?
ETHERNET [<device_num> ON | OFF [/now]]
Device_num - 0 nn
ON - enables VoI
OFF - disables VoIP
/now - take effect without a reboot
No parameter - displays the current setting

The VoI P por t is of f by def au lt. The LAN por t is not s elec table.

<device_num> = 0 selects the LAN port
<device_num> = 1 selects the VoIP port
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S I P I nter f ac e

Us e the s ipinter f ac e c om m and to bind all S I P ac tiv ity, data, and tr af f ic to the s elec ted por t.
I f a VLAN or ex c lu s iv e VoI P networ k is av ailable, bind to the VoI P por t (r ec om m ended).

DSP-1281>sipinterface ?
Get or Set SIP Interface
SIPINTERFACE [LAN | VOIP]
LAN - normal LAN port
VOIP - VOIP port
No Parameter - Displays current setting

Rou tes

I f the c onf igu r ed VoI P por t is the S I P  inter f ac e, add a s tatic r ou te to ens u r e that all S I P
r ou ting is v ia the VoI P por t.

The f ollowing c ons ole c om m ands (r ou teadd, r ou tedel, r ou tepr int, and r ou tetr ac e) s u ppor t
the s tatic I P  r ou ting c onf igu r ation:

DSP-1282>routeadd ?
ROUTEADD <destination> <netmask> <gateway> [/FORCE]

destination - destination IP address in dot decimal notation
netmask - netmask in dot decimal notation
gateway - gateway in dot decimal notation
/FORCE - force to add/delete even if failed to persist to NVRAM

DSP-1282>routedel ?
ROUTEDELETE <destination> <netmask> <gateway> [/FORCE]} | </ALL>

destination - destination IP address in dot decimal notation
netmask - netmask in dot decimal notation
gateway - gateway in dot decimal notation
/FORCE - force to add/delete even if failed to persist to NVRAM
/ALL - delete all routes from NVRAM

DSP-1282>routeprint ?
ROUTEPRINT - shows current routes

DSP-1282>routetrace ?
ROUTETRACE <IPaddress>

IPaddress - IP address in dot decimal notation

S e cu r e S I P Co n f ig u r a tio n Co mma n d s

S om e of the c ons ole c om m ands u s ed to s etu p TLS on the D S P inc lu de:

SIPTRANSPORT TLS - enable TLS ins tead of TCP / UD P
SIPSERVERPORT <port> - to c onf igu r e the S I P s er v er por t, s u c h as 5 06 0
SIPTLS VSOFF - dis able S I P s er v er c er tif ic ate v er if ic ation
SIPTLS VSON - enable S I P s er v er c er tif ic ate v er if ic ation
SIPTRUStedcas - s elec t/ lis t S I P tr u s ted Cer tif ic ation Au thor ity (CA) c er tif ic ates
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Co n f ig u r e T L S S e ttin g s o n th e D e vice

Conf igu r e the f ollowing s ettings on the D S P c ons ole to enable TLS :
SIPTRANSPORT TLS
SIPSERVERPORT 5060
SIPTLS VSON

D ev i c e Confi g ur a ti on
The bas ic s etu p f or a phone c all r equ ir es :

l An analog inpu t (s u c h as f r om a m ic r ophone) r ou ted ou t thr ou gh the phone line

l Au dio c om ing in f r om the phone line r ou ted to an analog ou tpu t (s u c h as to an
am plif ier or s peaker )

Co n f ig u r e th e D S P D e vice

Us e the Cr es tr on Av ia tool to s elec t and c onf igu r e the D S P dev ic e.

I npu t Conf igu r ation

To c onf igu r e the analog inpu t:

1 . Clic k S ignal.
Cr e s tr on A via tool: A udio Input Configur ation ( 1/ 4 )

2. Under Analog I n 1 (f ir s t r ow), dou ble c lic k G ain . I n the new window s et the f ollowing:

a. Clic k Mu te to Of f .

b. S elec t 33 f or the Analog G ain .

c . I f a c ondens er m ic r ophone is being u s ed, c lic k +4 8V (phantom power ) to On .
Cr e s tr on A via Tool: A udio Input Configur ation ( 2 / 4 )

3. Under Analog I n 1 (f ir s t r ow), c lic k Ref / P hone Ou t (r ight- m os t c olu m n) and enter 0
as the dec ibel v alu e.
Cr e s tr on A via Tool: A udio Input Configur ation ( 3 / 4 )
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4 . Under P hone\ S ig G en I n, c lic k P HN . I n the new window s et the f ollowing:

a. Mov e the S end Lev el s lider to 0 db.

b. Clic k Mu te to Of f .
Cr e s tr on A via Tool: A udio Input Configur ation ( 4 / 4 )

Ou tpu t Conf igu r ation

To c onf igu r e the analog ou tpu t:

1 . Under P hone I n 1 (f ir s t r ow), c lic k Analog Ou t (lef t- m os t c olu m n) and enter 0 as the
dec ibel v alu e.
Cr e s tr on A via Tool: A udio Output Configur ation ( 1/ 3 )

2. Under Analog Ou t 1 , dou ble c lic k LVL. I n the new window s et the f ollowing:

a. Mov e the Lev el s lider to 0 db.

b. Clic k Mu te to Of f .
Cr e s tr on A via Tool: A udio Output Configur ation ( 2 / 3 )
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3. Under P hone\ S ig G en I n, c lic k P HN . I n the new window s et the f ollowing:

a. Mov e the Rec eiv e Lev el s lider to 0 db.

b. Clic k Mu te to Of f .
Cr e s tr on A via Tool: A udio Output Configur ation ( 3 / 3 )

Co n f ig u r e th e S I P P a r a me te r s

F r om the open P HN - I n 1 - P hone Rec eiv e window, s elec t and c onf igu r e the S I P
par am eter s .

1 . W ith S I P s elec ted, c lic k the c hev r on at the r ight top c or ner to ex pand the window.
Cr e s tr on A via Tool: P hone D iale r , SIP P ar ame te r s Configur ation

2. E nter the ex tens ion c onf igu r ed on Cic s o UCM f or the Loc al E x tens ion f or this dev ic e.
This ex am ple u s es 25 01 .

3. E nter the Cis c o UCM P BX f or the S I P S er v er I P Addr es s . This ex am ple u s es
c lu s 35 pu b.s kypelabs j.loc al.

4 . E nter the S I P s er v er por t (5 06 1 ) f or the P or t.

5 . E nter the s am e end u s er nam e c onf igu r ed f or the Cis c o UCM P BX f or the S I P S er v er
Us er N am e. This ex am ple u s es D S P 2.

6 . E nter the s am e pas s wor d as c onf igu r ed f or the Cis c o UCM P BX end u s er diges t
c r edentials f or the S I P S er v er P as s wor d.
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Cer ti fi c a tes
F or a s u c c es s f u l TLS hands hake between the D S P dev ic e and the Cis c o UCM, add the
f ollowing c er tif ic ates to the D S P .

l A r ootCA c er tif ic ate (r oot_c er )
D ownload this c er tif ic ate f r om the c er tif ic ate au thor ity that s er v es the Cis c o UCM
(the D N S I P c onf igu r ed on the Cis c o UCM and Mer c u r y dev ic e). The D S P r equ ir es the
c er tif ic ate to per m it Cis c o UCM v alidation, if enabled.

l A S I P c er tif ic ate (s ip- c er t.pf x )
D ownload this s pec if ic dev ic e c er tif ic ate f r om the s am e c er tif ic ate au thor ity that
s er v es the Cis c o UCM. This c er tif ic ate c ontains inf or m ation on the Cer tif ic ate
Au thor ity (CA) that the Cis c o UCM identif ies / r ec ognizes and enables a s u c c es s f u l
TLS hands hake. This c er tif ic ate is a s igned c er tif ic ate f r om the CA with the s igning
r equ es t gener ated on the s am e CA, u s ing a s pec if ic dev ic e c er tif ic ate r equ es t with
s er v er and c lient au thentic ation.

Ge n e r a te D e vice Ce r tif ica te R e q u e s t a n d D o w n lo a d th e Ce r tif ica te

On the CA, open a br ows er and ac c es s the Cer tif ic ate S er v ic es . This ex am ple u s es a
Mic r os of t Ac tiv e D ir ec tor y to gener ate a s pec if ic dev ic e c er tif ic ate r equ es t.

1 . Clic k Requ es t a c er tif ic ate.
Ce r tificate A uthor ity: Re que s t a Ce r tificate

2. Clic k adv anc ed c er tif ic ate r equ es t.
Ce r tificate A uthor ity: A dvance d Ce r tificate Re que s t
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3. On the s c r een that f ollows , c lic k Cr eate and S u bm it a r equ es t to this CA.
Ce r tificate A uthor ity: Submit D e vice Spe cific Ce r tificate Re que s t

4 . S elec t a tem plate that does c lient and s er v er au thentic ation f or the Cer tif ic ate
Tem plate. This ex am ple u s es Copy of W eb S er v er .

5 . I n the I dentif ying I nf or m ation F or Of f line Tem plate s ec tion , enter the D S P dev ic e I P
f or the N am e. This ex am ple u s es 1 0.80.25 .5 0.

6 . Clic k P KCS 1 0 f or the Requ es t F or m at (f or this ex am ple) to c onf igu r e additional
options .

7. Clic k S u bm it.
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8. On the s c r een that f ollows , c lic k I ns tall this c er tif ic ate.
Ce r tificate A uthor ity: Ins tall Ce r tificate

E x por t the c er tif ic ate f r om the c er tif ic ate s tor e as c r es tr on25 6 .pf x with the f ollowing
c onditions :

l E x por t the pr iv ate key (optional)

l S av e with .pf x ex tens ion

l As s ign a pas s wor d (s am e pas s wor d enter ed when im por ting this S I P c er tif ic ate on
the D S P )

l N am e the c er tif ic ate c r es tr on25 6 (f or this ex am ple)
Ce r tificate A uthor ity: Expor t D e vice Ce r tificate

Co p y Ce r tif ica te s

Copy the Root Cer tif ic ate and S I P Cer tif ic ate into the D S P dev ic e u nder the dir ec tor y
/ u s er / c er t by doing S F TP .



Conf i g ura t i on G ui d e — 8 3 3 5B D SP-12 8 2 &   D SP-12 8 3 : SIP End p oi nt wi t h Ci sco UCM 10 . 5 (Se cure ) • 13

I mp o r t a n d As s ig n R o o t Ce r tif ica te

Us e the Cr es tr on Toolbox tex t c ons ole u tility (in the Cr es tr on Av ia D S P c ons ole) to im por t
and as s ign the r oot c er tif ic ate.

1 . Type the c om m and certificate addf "RootCA.cer" root (wher e RootCA is the
nam e of the r oot c er tif ic ate u ploaded in the pr ev iou s s ec tion).
Root Ce r tificate - Succe s s ful Impor t

2. Ver if y the u ploaded r oot c er tif ic ate and note the # of the c er tif ic ate.
Lis t of Tr us te d Root Ce r tificate s in the D e vice

3. Us e the c om m and siptrustedcas use #, bu t r eplac e # with the c er tif ic ate
nu m ber as s igned in the pr ev iou s s tep.
Root Ce r tificate - A s s ignme nt

Ad d S I P Ce r tif ica te

Us e the Cr es tr on Toolbox tex t c ons ole u tility (in the Cr es tr on Av ia D S P c ons ole) to add the
S I P c er tif ic ate.

Type the c om m and certificate addf crestron256.pfx SIP 123456.

This ex am ple u s es c r es tr on25 6 as the nam e and 1 234 5 6 as the pas s wor d (s am e as the
pas s wor d enter ed while ex por ting the c er tif ic ate f r om CA).

S I P Cer tif ic ate - S u c c es s f u l I m por t
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Cis co UCM Config ur a t ion

This s ec tion des c r ibes the Cis c o UCM c onf igu r ation nec es s ar y to integr ate Cr es tr on
dev ic es as s ec u r e S I P endpoints .

N OTE S :

l Conf ir m that the gener al ins tallation and bas ic Cis c o UCM c onf igu r ation hav e
been adm inis ter ed.

l Cis c o UCM' s Cer tif ic ate Managem ent has the CallManager c er tif ic ate s igned by
the CA. I t and the Root CA c er tif ic ate u pload to the CallManager - tr u s t s tor e,
whic h is a r epos itor y of X.5 09 c er tif ic ates that the applic ation ex plic itly tr u s ts .

S et u p Cis c o UCM' s c lu s ter s ec u r ity m ode in m ix ed m ode to r egis ter phones s ec u r ely (TLS )
with Cis c o UCM. Ref er to Cis c o doc u m entation to s et u p c lu s ter s ec u r ity m ode.

To v er if y Cis c o UCM' s c lu s ter s ec u r ity m ode:

1 . Clic k Cis c o Unif ied CM Adm inis tr ation > S ys tem > E nter pr is e P ar am eter s
Conf igu r ation .
Clus te r Se cur ity Mode

2. I n the S ec u r ity P ar am eter s s ec tion, s elec t 1 f or the Clu s ter S ec u r ity Mode.

N OTE : The def au lt s etting f or c lu s ter s ec u r ity m ode on the Cis c o UCM is ins ec u r e
m ode.
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Confi g ur e the User
To c onf igu r e the end u s er :

1 . Clic k Us er Managem ent > E nd Us er .

2. Clic k Add N ew.
Cis co UCM: End Us e r Configur ation

3. E nter a u niqu e end u s er identif ic ation nam e f or the Us er I D . This ex am ple u s es D S P 1
and D S P 2 f or the two D S P dev ic es .

4 . E nter a P as s wor d. This ex am ple u s es 1 234 5 6 , whic h is the s am e pas s wor d u s ed on
the dev ic e agains t the S I P s er v er pas s wor d.

5 . E nter the s am e pas s wor d f or Conf ir m P as s wor d.

6 . E nter the end u s er ' s las t nam e f or the Las t N am e. This ex am ple u s es Cr es tr onAv ia2.

7. E nter a s tr ing of alphanu m er ic c har ac ter s f or the D iges t Cr edentials .

8. E nter the s am e s tr ing f or Conf ir m D iges t Cr edentials .

9 . Clic k S av e.
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Cis co UCM: End Us e r s Configur e d for all D SP D e vice s



Conf i g ura t i on G ui d e — 8 3 3 5B D SP-12 8 2 &   D SP-12 8 3 : SIP End p oi nt wi t h Ci sco UCM 10 . 5 (Se cure ) • 17

Confi g ur e a S ec ur e S IP Tr unk S ec ur i ty Pr ofi l e
To c onf igu r e a new S I P Tr u nk S ec u r ity P r of ile:

1 . Clic k S ys tem > S ec u r ity > S I P Tr u nk S ec u r ity P r of ile.

2. Clic k Add N ew.
Cis co UCM: SIP Tr unk Se cur ity P r ofile Configur ation

3. E nter S ec u r e S I P Tr u nk P r of ile- Cr es tr on f or the N am e (f or this ex am ple).

4 . S elec t E nc r ypted f or the D ev ic e S ec u r ity Mode.

5 . S elec t TLS f or the I nc om ing Tr ans por t Type.

6 . S elec t TLS f or the Ou tgoing Tr ans por t Type.

7. E nter the f u lly qu alif ied dom ain nam e (F QD N ) of the Cis c o UBE f or the X.5 09
S u bjec t N am e. This ex am ple u s es c r es tr onr tr .s kypelabs j.loc al.
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8. E nter 5 06 1 f or the I nc om ing P or t (f or this ex am ple).

9 . Chec k Tr ans m it s ec u r ity s tatu s .

1 0. Clic k S av e.

Confi g ur e a S ec ur e S IP Pr ofi l e
This ex am ple c onf igu r es a new S I P P r of ile: S tandar d S I P P r of ile_Cr es tr on .

To add a new S I P P r of ile:

1 . Clic k D ev ic e > D ev ic e S ettings > S I P P r of ile.

2. Clic k Add N ew.
Cis co UCM: SIP P r ofile Configur ation ( 1/ 4 )

3. E nter S tandar d S I P P r of ile_Cr es tr on f or the N am e (f or this ex am ple).
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Cis co UCM: SIP P r ofile Configur ation ( 2 / 4 )

Cis co UCM: SIP P r ofile Configur ation ( 3 / 4 )
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Cis co UCM: SIP P r ofile Configur ation ( 4 / 4 )

4 . S elec t Bes t E f f or t (no MTP ins er ted) f or E ar ly Of f er s u ppor t f or v oic e and v ideo
c alls .

5 . Leav e all other f ields at the def au lt v alu es .

6 . Clic k S av e.

7. Clic k Apply Conf ig.
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Confi g ur e Phone S ec ur i ty Pr ofi l e
E ac h phone type r equ ir es its own P hone S ec u r ity P r of ile. The f ollowing pr oc edu r e
c onf igu r es a pr of ile f or the D S P dev ic e u s ing 9 9 5 1 and 9 9 71 phone types .

To c onf igu r e the P hone S ec u r ity P r of ile:

1 . Clic k S ys tem > S ec u r ity > P hone S ec u r ity P r of ile.

2. Clic k Add N ew.
Cis co UCM: P hone Se cur ity P r ofile

3. S elec t Thir d- par ty AS - S I P E ndpoint f or the P r odu c t Type.

4 . E nter TLS P r of ile f or the N am e (f or this ex am ple).

5 . S elec t E nc r ypted f or the D ev ic e S ec u r ity Mode.

6 . S elec t TLS f or the Tr ans por t Type.

7. Chec k E nable D iges t Au thentic ation .

8. E nter 5 06 1 (the D S P dev ic e u s ed this por t) f or the S I P P hone P or t.

9 . Clic k S av e.
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To c onf igu r e the P hone S ec u r ity P r of ile f or the 9 9 5 1 and 9 9 71 phone types :

1 . Clic k S ys tem > S ec u r ity > P hone S ec u r ity P r of ile.

2. Clic k Add N ew.
Cis co UCM: P hone Se cur ity P r ofile for 9 9 5 1 P hone Type
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Cis co UCM: P hone Se cur ity P r ofile for 9 9 7 1 P hone Type

3. S elec t Cis c o 9 9 5 1 (f or the 9 9 5 1 dev ic e), or Cis c o 9 9 71 (f or the 9 9 71 dev ic e) f or the
P r odu c t Type.

4 . E nter Cis c o 9 9 5 1 - S tandar d S I P S ec u r e P r of ile (f or the 9 9 5 1 dev ic e) or
9 9 71 _s ec u r epr of ile (f or the 9 9 71 dev ic e) f or the N am e.

5 . S elec t E nc r ypted f or the D ev ic e S ec u r ity Mode.

6 . S elec t TLS f or the Tr ans por t Type.

7. I n the P hone S ec u r ity P r of ile CAP F I nf or m ation s ec tion:

a. S elec t By N u ll S tr ing (f or the 9 9 5 1 dev ic e) or By Au thentic ation S tr ing (f or the
9 9 71 dev ic e) f or the Au thentic ation Mode.

b. S elec t RS A Only f or the Key Or der .

c . S elec t 204 8 f or the RS A Key S ize (Bits ).

8. E nter 5 06 1 (f ir the 9 9 5 1 dev ic e) or 5 06 0 (f or the 9 9 71 dev ic e) f or the S I P P hone P or t.

9 . Clic k S av e.
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Confi g ur e the Cr estr on D ev i c e a s a Thi r d - p a r ty S IP D ev i c e
To c onf igu r e the D S P dev ic e as a thir d- par ty S I P dev ic e:

1 . Clic k D ev ic e > P hone.

2. Clic k Add N ew.
Cis co UCM: A dd Cr e s tr on D e vice as Thir d-par ty SIP D e vice ( 1/ 3 )

3. I n the P hone Type s ec tion, s elec t Thir d- par ty AS - S I P E ndpoint f or the P r odu c t Type.

4 . Clic k N ex t.

5 . E nter the MAC addr es s of the D S P f or the MAC Addr es s .

6 . S elec t D ef au lt f or the D ev ic e P ool.

7. S elec t Thir d- par ty AS - S I P E ndpoint f or the P hone Bu tton Tem plate.

8. Clic k Us er f or the Owner .

9 . S elec t the E nd Us er c onf igu r ed ear lier f or the Owner Us er I D . This ex am ple s elec ts
D S P 1 f or the f ir s t Cr es tr on Av ia D S P dev ic e and D S P 2 f or the s ec ond Cr es tr on Av ia
D S P dev ic e.

1 0. S elec t MRG L_S ec u r e (c onf igu r ed ear lier f or this ex am ple) f or the Media Res ou r c e
G r ou p Lis t.
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Cis co UCM: A dd Cr e s tr on D e vice as Thir d-par ty SIP D e vice ( 2 / 3 )

Cis co UCM: A dd Cr e s tr on D e vice as Thir d-par ty SIP D e vice ( 3 / 3 )

1 1 . S elec t TLS P r of ile (c onf igu r ed ear lier f or this ex am ple) f or the D ev ic e S ec u r ity P r of ile.
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1 2. S elec t S tandar d S I P P r of ile_Cr es tr on (c onf igu r ed ear lier f or this ex am ple) f or the
S I P P r of ile.

1 3. S elec t D S P 1 f or the f ir s t Cr es tr on Av ia D S P dev ic e and D S P 2 f or the s ec ond
(c onf igu r ed ear lier f or this ex am ple) f or the D iges t Us er .

1 4 . Clic k S av e.

1 5 . Add a D N to this phone. This ex am ple c onf igu r es D N 25 00 f or one of the Cr es tr on
Av ia D S P dev ic es and D N 25 01 f or the other .

Confi g ur e Med i a R esour c e Gr oup a nd Med i a R esour c e Gr oup Li st
A Media Res ou r c e G r ou p (MRG ) inc lu des Mu s ic on Hold s er v er s , c onf er enc e br idges , and
m edia ter m ination points that m ay tes t the Cis c o UCM or s er v ic e pr ov ider f eatu r es .

Us e a Cis c o UBE at the edge of the enter pr is e to ens u r e s ec u r e S I P s ignaling and m edia f or
P S TN c alls , and es tablis h s ec u r e tr ans f er s and c onf er enc es .

This Cis c o UBE pr ov ided the D S P r es ou r c es r equ ir ed by the Cis c o UCM f or tr ans c oding,
m edia ter m ination points , and a c onf er enc e br idge.

Confi g ur e the Ci sc o UBE for MR G R esour c es
The r elated Cis c o UBE c onf igu r ation is as f ollows :

crypto pki trustpoint TP-self-signed-3690608021
enrollment selfsigned
subject-name cn=IOS-Self-Signed-Certificate-3690608021
revocation-check none
rsakeypair TP-self-signed-3690608021
!

crypto pki trustpoint CrestronCFB
enrollment terminal
fqdn crestronrtr.skypelabsj.local
subject-name CN=crestronrtr.skypelabsj.local
revocation-check none
rsakeypair SFBCAKey
!
!

crypto pki certificate chain TP-self-signed-3690608021
certificate self-signed 01
3082022B 30820194 A0030201 02020101 300D0609 2A864886 F70D0101 05050030
31312F30 2D060355 04031326 494F532D 53656C66 2D536967 6E65642D 43657274
69666963 6174652D 33363930 36303830 3231301E 170D3135 30373038 31363138
34375A17 0D323030 31303130 30303030 305A3031 312F302D 06035504 03132649
4F532D53 656C662D 5369676E 65642D43 65727469 66696361 74652D33 36393036
30383032 3130819F 300D0609 2A864886 F70D0101 01050003 818D0030 81890281
81008CC1 308B5D7D 736C3A2F FE0DEF4D A0AEEDB6 B5755148 8CEF1F2D 4BC575EF
DD00183A 10902D4F A647A3E2 B5E87A77 DB5A1721 DE7633CE D5D35A0A A48EC7BE
ABBA6FB9 8F10A203 AAFE9A3F 4436B8AF 5556FA79 94AC3853 5B1CD9F8 D505FA2F
56ED38E4 6C4B8F5E 810137FF DDED832F AC8CEC4B 7092CCA9 B22F73AC 8D90906A
69BF0203 010001A3 53305130 0F060355 1D130101 FF040530 030101FF 301F0603
551D2304 18301680 144C60DF 878847B7 FCB4602A 430D4FFD D2DBECD0 27301D06
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03551D0E 04160414 4C60DF87 8847B7FC B4602A43 0D4FFDD2 DBECD027 300D0609
2A864886 F70D0101 05050003 81810054 D4045CB8 1F1F5F76 3428D60B A23463AE
0DF8523F 4403BCD8 158B5D65 BB155518 8843B518 FA2E5E81 8908E661 61A7C647
D4422E9C F8E4E8D1 8223DAD0 4B05D719 9E1E9226 A50AACD2 7CD5C859 CD80D777
38A3AB17 ADC68299 694086FF 03D0D931 39A66564 F9360751 7DD62FE2 CEFC8CEA
C4C0E406 559791D2 6193CD67 0D3839
quit

crypto pki certificate chain CrestronCFB
certificate 50000000837EE13E3436DC23C6000000000083
30820582 3082046A A0030201 02021350 00000083 7EE13E34 36DC23C6 00000000
0083300D 06092A86 4886F70D 01010505 00305031 15301306 0A099226 8993F22C
64011916 056C6F63 616C311A 3018060A 09922689 93F22C64 0119160A 736B7970
656C6162 736A311B 30190603 55040313 12736B79 70656C61 62736A2D 44433031
2D434130 1E170D31 37303230 37303033 3334335A 170D3139 30323037 30303333
34335A30 27312530 23060355 0403131C 63726573 74726F6E 7274722E 736B7970
656C6162 736A2E6C 6F63616C 30820122 300D0609 2A864886 F70D0101 01050003
82010F00 3082010A 02820101 00BC58F7 5313EFC6 93E06237 89A4BA5D F94209AD
D9C94161 DD6D4620 32EC47E2 7D88FC96 CCBFE1B5 AD6E2714 9ED0A9AB 58F77BA4
B60A7642 3E3933C5 C95EBB14 0A6CCC58 223CF261 0C67BAC1 6C6CA462 FAC47AF2
13246559 BE908F1B 338758A2 EEC0AE13 AFD04DCF 0DD072D5 1F259947 9899274F
C81A1B70 81201496 AC76C35A 6E79C4CE 3B1FBA39 F009A2CE 1A991F03 4CD97CC3
8E22AD52 94727101 570A8A1E 7B3D09A5 BFDDD75E 80A06C3C 829AD88F A3B5AEBB
59E7993F 7BF62605 E094652D 0D53145B 52B17709 E393DA2A C76F2AB6 8DE683E1
60F05DCB 7E22ACBB 7440EDA7 16C12FD0 96295FC4 30FBB97F 185F9242 B44A15EB
AE2C6FF1 26C7DF40 CCE13636 E1020301 0001A382 027C3082 0278300E 0603551D
0F0101FF 04040302 04F0301D 0603551D 0E041604 14F019A0 15E61282 A4AF76AE
1C7C7E0C 75872C55 64301F06 03551D23 04183016 8014D17C 5CD92CCB D22D8BFC
99ABAF07 D1944522 C0183081 D2060355 1D1F0481 CA3081C7 3081C4A0 81C1A081
BE8681BB 6C646170 3A2F2F2F 434E3D73 6B797065 6C616273 6A2D4443 30312D43
412C434E 3D444330 312C434E 3D434450 2C434E3D 5075626C 69632532 304B6579
25323053 65727669 6365732C 434E3D53 65727669 6365732C 434E3D43 6F6E6669
67757261 74696F6E 2C44433D 736B7970 656C6162 736A2C44 433D6C6F 63616C3F
63657274 69666963 61746552 65766F63 6174696F 6E4C6973 743F6261 73653F6F
626A6563 74436C61 73733D63 524C4469 73747269 62757469 6F6E506F 696E7430
81C90608 2B060105 05070101 0481BC30 81B93081 B606082B 06010505 07300286
81A96C64 61703A2F 2F2F434E 3D736B79 70656C61 62736A2D 44433031 2D43412C
434E3D41 49412C43 4E3D5075 626C6963 2532304B 65792532 30536572 76696365
732C434E 3D536572 76696365 732C434E 3D436F6E 66696775 72617469 6F6E2C44
433D736B 7970656C 6162736A 2C44433D 6C6F6361 6C3F6341 43657274 69666963
6174653F 62617365 3F6F626A 65637443 6C617373 3D636572 74696669 63617469
6F6E4175 74686F72 69747930 3D06092B 06010401 82371507 0430302E 06262B06
01040182 37150887 C8825984 899B7682 81873786 D0B27386 C9D70F6B 879CB26A
82DBCD03 02016402 010A301D 0603551D 25041630 1406082B 06010505 07030106
082B0601 05050703 02302706 092B0601 04018237 150A041A 3018300A 06082B06
01050507 0301300A 06082B06 01050507 0302300D 06092A86 4886F70D 01010505
00038201 010000DE 2572CE59 4DA3B950 CB7678B7 2F9E1688 6F0CFF6F E2082BD2
743F2CB3 B7FB3D11 3102D9EE 4A39040B 93231018 80DDB05E A579A173 2305A856
92AA9D77 43AEEB5C 1709092E 8BB3D027 AEE95023 D135DE3D 62F28752 E23BEA7C
7E0708E7 8726ED59 25A95D3B 68ABB3AA CA96D5CA E4C7A87B 489284DE 6E5976D1
D63CED20 D97C8C9F 17F08794 A80D369B AD6A2E75 1EDEEADD 57F39B27 6C3BAE8F
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82B8DAF2 5D2A69F8 37C61A0B 638C43F9 5E2AFBD5 F3100F3D 8BF8F2F1 956D330A
137DA5D7 95AE7629 38C5212D 4CD5411C A4A0976B 2987A433 AC62D453 5EC0A9F4
8427E116 EDD471E0 3FC198A9 5DEBB321 4C655E3F B77A1F68 CCA38749 86C424EC
9F31DEA8 D734
quit
certificate ca 2C0BFAFACCBD24A1420DEF837B9FBC8F
3082037B 30820263 A0030201 0202102C 0BFAFACC BD24A142 0DEF837B 9FBC8F30
0D06092A 864886F7 0D010105 05003050 31153013 060A0992 268993F2 2C640119
16056C6F 63616C31 1A301806 0A099226 8993F22C 64011916 0A736B79 70656C61
62736A31 1B301906 03550403 1312736B 7970656C 6162736A 2D444330 312D4341
301E170D 31353036 30393138 35383534 5A170D32 30303630 39313930 3835325A
30503115 3013060A 09922689 93F22C64 01191605 6C6F6361 6C311A30 18060A09
92268993 F22C6401 19160A73 6B797065 6C616273 6A311B30 19060355 04031312
736B7970 656C6162 736A2D44 4330312D 43413082 0122300D 06092A86 4886F70D
01010105 00038201 0F003082 010A0282 010100A4 65F31045 74F51718 C32E37E1
7EE69305 B93C6A07 7DEA2BAD EB854545 2C2A4569 AF0CF2A7 DD525288 7FA9F0BB
7F7B9DFE E05C0A19 9C205F1E E3C913EF 753B5A88 A2B9CE4B B184E265 EEEDD894
BFA4FE27 AC778CD4 5D76A2EF 43F2DB10 12470BF8 0807EC2F EA64D0DC 386B38EC
0A46454A A456DBD8 FB0AE0B5 B9AFD285 38F818C9 8E3BCD39 47CE2905 378A9128
1836C101 7C368D89 8509281F 6F12920A 971257DD CCC23BE9 92860C8C CD47B52C
17887B9F A20B2995 FA26D0F9 6C34B64D 672C6B76 85AEA657 C61141CF 3382836E
6392C6EE 66F62BAB 2E72A77B 24A7A14E C34A7439 F7C460D3 DA0FB17C 9D9DC25A
DAFB62EE 850CF72F FC069549 773D503B 44D3B102 03010001 A351304F 300B0603
551D0F04 04030201 86300F06 03551D13 0101FF04 05300301 01FF301D 0603551D
0E041604 14D17C5C D92CCBD2 2D8BFC99 ABAF07D1 944522C0 18301006 092B0601
04018237 15010403 02010030 0D06092A 864886F7 0D010105 05000382 01010030
7404A98F 9B790586 F4A8D827 5CB8BD58 E692E9CF 2C79D897 768E7F85 FF1A717D
B2214917 5B2C8417 00787E4F EA21E1D3 F8B303DB CBB8A955 7314B955 959B47FD
48FBD08F 79038EE7 AC560B06 4612D894 B01E573B 4D76A02F D0B4C9C0 2D289F8A
A49C8A68 F2CAA915 B440384A BB459345 99A901F1 241A8DF4 6A2274D8 C902B806
A9F658BA 76086857 3ED1AA3E 4CA79EE9 D2255E06 92E464C9 18764495 F753EB53
5A60EB7F 4A8E58D7 B32A3563 AE8F90F7 E52D3B46 47F25409 4DAFE214 808D6F2C
FA79E6FF AA11F81E 14C8D6F9 B5DCC86B DBD9216C D6557FF9 D0D0F83F E0F0E004
33974FFF B212C328 49740D12 E96AA1CB 626BBCBC 8E786743 305F0DFB 3F3883
quit
voice-card 0
dspfarm
dsp services dspfarm
!
voice service voip
ip address trusted list
ipv4 0.0.0.0 0.0.0.0
no ip address trusted authenticate
address-hiding
mode border-element license capacity 100
srtp fallback
allow-connections sip to sip
no supplementary-service sip moved-temporarily
no supplementary-service sip refer
supplementary-service media-renegotiate
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redirect ip2ip
sip
min-se 90
session refresh
header-passing
registrar server expires max 120 min 60
early-offer forced
midcall-signaling passthru
!
voice class codec 1
codec preference 1 g711ulaw
codec preference 2 g722-64
codec preference 3 g711alaw
!
interface GigabitEthernet0/0
ip address 10.64.4.246 255.255.0.0
duplex auto
speed auto
!
interface GigabitEthernet0/1
description CUBE LAN facing Clus35pub
ip address 10.80.25.200 255.255.255.0
duplex auto
speed auto
!
ip route 10.70.26.4 255.255.255.255 ISM0/0
ip route 10.80.0.0 255.255.0.0 10.80.25.1
ip ssh server algorithm encryption aes128-ctr aes192-ctr aes256-ctr
ip ssh client algorithm encryption aes128-ctr aes192-ctr aes256-ctr
!
sccp local GigabitEthernet0/1
sccp ccm 10.80.25.2 identifier 1 priority 1 version 7.0 trustpoint

CrestronCFB
sccp
!
sccp ccm group 3
bind interface GigabitEthernet0/1
associate ccm 1 priority 1
associate profile 3 register Crestronrtr
associate profile 4 register SRTP-MTP
!
!
!
dspfarm profile 2 transcode universal security
codec g711ulaw
codec g722-64
maximum sessions 4
associate application CUBE
!
dspfarm profile 3 conference security
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trustpoint CrestronCFB
codec g711alaw
codec g711ulaw
codec g722-64
maximum sessions 1
associate application SCCP
!
dspfarm profile 4 mtp security
trustpoint CrestronCFB
codec pass-through
maximum sessions software 10
associate application SCCP
!
dial-peer voice 201 voip
description incoming dial plan from PSTN GW
huntstop
session protocol sipv2
session transport udp
incoming called-number 972265727[7-9]
voice-class codec 1
voice-class sip bind control source-interface GigabitEthernet0/0
voice-class sip bind media source-interface GigabitEthernet0/0
dtmf-relay rtp-nte
no vad
!
dial-peer voice 300 voip
description outgoing dialplan towards PSTN GW for 18xx
huntstop
shutdown
destination-pattern 18.........
session protocol sipv2
session target ipv4:10.64.1.72
session transport udp
voice-class codec 1
voice-class sip bind control source-interface GigabitEthernet0/0
voice-class sip bind media source-interface GigabitEthernet0/0
dtmf-relay rtp-nte
!
dial-peer voice 401 voip
description incoming 18xx number from pbx
huntstop
shutdown
session protocol sipv2
session transport tcp tls
incoming called-number 18.........
voice-class codec 1
voice-class sip bind control source-interface GigabitEthernet0/1
voice-class sip bind media source-interface GigabitEthernet0/1
dtmf-relay rtp-nte
!
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dial-peer voice 100 voip
description outgoing dialplan on LAN towards clus35pub
huntstop
destination-pattern 972265....
session protocol sipv2
session target ipv4:10.80.25.2:5061
session transport tcp tls
voice-class codec 1
voice-class sip srtp-auth sha1-32 sha1-80
voice-class sip bind control source-interface GigabitEthernet0/1
voice-class sip bind media source-interface GigabitEthernet0/1
dtmf-relay rtp-nte
srtp
!
dial-peer voice 101 voip
description incomign dialplan from clus35pub
huntstop
session protocol sipv2
session transport tcp tls
incoming called-number 21424259777
voice-class codec 1
voice-class sip bind control source-interface GigabitEthernet0/1
voice-class sip bind media source-interface GigabitEthernet0/1
dtmf-relay rtp-nte
!
dial-peer voice 200 voip
description outgoing dialplan towards PSTN GW
huntstop
destination-pattern 2142425977
session protocol sipv2
session target ipv4:10.64.1.72
session transport udp
voice-class codec 1
voice-class sip bind control source-interface GigabitEthernet0/0
voice-class sip bind media source-interface GigabitEthernet0/0
dtmf-relay rtp-nte
no srtp
!
!
sip-ua
crypto signaling remote-addr 10.80.25.2 255.255.255.255 trustpoint

CrestronCFB
!
!
!
gatekeeper
shutdown
!
end
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Confi g ur e the Ci sc o UCM Med i a Ter m i na ti on Poi nt
To c onf igu r e a Media Ter m ination P oint u tilizing Cis c o UBE r es ou r c es :

1 . Clic k Media Res ou r c es > Media Ter m ination P oint.

2. Clic k Add N ew.
Cis co UCM: A dd Cis co IOS Enhance d Softwar e Me dia Te r mination P oint

3. S elec t Cis c o I OS E nhanc ed S of twar e Media Ter m ination P oint f or the Media
Ter m ination P oint Type.

4 . E nter S RTP - MTP f or the Media Ter m ination P oint N am e (f or this ex am ple). I t is the
s am e nam e c onf igu r ed on the Cis c o UBE .

5 . S elec t D ef au lt f or the D ev ic e P ool.

6 . Chec k Tr u s ted Relay P oint.
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Confi g ur e the Ci sc o UCM Confer enc e Br i d g e
To c onf igu r e an iOS ® c onf er enc e br idge u tilizing Cis c o UBE r es ou r c es :

1 . Clic k Media Res ou r c es > Conf er enc e Br idge.

2. Clic k Add N ew.
Cis co UCM: A dd Cis co IOS Enhance d Confe r e nce Br idge

3. S elec t Cis c o I OS E nhanc ed Conf er enc e Br idge f or the Conf er enc e Br idge Type.

4 . E nter Cr es tr onr tr f or the Conf er enc e Br idge N am e (f or this ex am ple). I t is the s am e
nam e c onf igu r ed on the Cis c o UBE .

5 . S elec t D ef au lt f or the D ev ic e P ool.

6 . S elec t E nc r ypted Conf er enc e Br idge f or the D ev ic e S ec u r ity Mode.

7. S elec t On f or Us e Tr u s ted Relay P oint.



3 4 • D SP-12 8 2 &   D SP-12 8 3 : SIP End p oi nt wi t h Ci sco UCM 10 . 5 (Se cure ) Conf i g ura t i on G ui d e — 8 3 3 5B

Confi g ur e the Ci sc o UCM Confer enc e MR G
To c onf igu r e the MRG _S ec u r e Media Res ou r c e G r ou p (f or this ex am ple):

1 . Clic k Media Res ou r c es > Media Res ou r c e G r ou p.

2. Clic k Add N ew.
Cis co UCM: Me dia Re s our ce G r oup Configur ation

3. E nter MRG _S ec u r e_tr k f or the N am e (f or this ex am ple).

4 . Tr ans f er m edia r es ou r c es between the two lis ts .

a. I n the D ev ic es f or this G r ou p s ec tion, s elec t Cr es tr onr tr (CF B) and S RTP - MTP
f r om the Av ailable Media Res ou r c es lis t.

b. Clic k V (between the two lis ts ) to m ov e the s elec ted r es ou r c e to S elec ted
Media Res ou r c es (f or this ex am ple).
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Confi g ur e the Ci sc o UCM Confer enc e MR G Li st
To c onf igu r e the MRG L_S ec u r e Media Res ou r c e G r ou p Lis t (f or this ex am ple):

1 . Clic k Media Res ou r c es > Media Res ou r c e G r ou p Lis t.

2. Clic k Add N ew.
Cis co UCM: Me dia Re s our ce G r oup Lis t Configur ation

3. E nter MRG L_S ec u r e f or the N am e (f or this ex am ple).

4 . Tr ans f er m edia r es ou r c e gr ou ps between the two lis ts .

a. I n the Media Res ou r c e G r ou ps f or this Lis t s ec tion, s elec t MRG _S ec u r e f r om
the Av ailable Media Res ou r c e G r ou ps lis t.

b. Clic k V (between the two lis ts ) to m ov e the s elec ted r es ou r c e to S elec ted
Media Res ou r c e G r ou ps (f or this ex am ple).
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Confi g ur e the Ci sc o UCM - PS TN Ga tew a y Tr unk
This ex am ple c onf igu r es a tr u nk between the Cis c o UCM and the Cis c o UBE to r ou te P S TN
c alls .

To c r eate a new tr u nk:

1 . Clic k D ev ic e > Tr u nk.

2. Clic k Add N ew.
Cis co UCM: A dd Ne w Tr unk

3. I n the Tr u nk I nf or m ation s ec tion, do the f ollowing:

a. S elec t S I P Tr u nk f or the Tr u nk Type.

b. S elec t S I P f or the D ev ic e P r otoc ol.

c . S elec t N one(D ef au lt) f or the Tr u nk S er v ic e Type.

4 . Clic k N ex t.
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Cis co UCM: Configur e Cis co UCM-P STN Tr unk P ar ame te r s ( 1/ 5 )

5 . E nter a u niqu e S I P Tr u nk nam e f or the D ev ic e N am e. This ex am ple u s es CUCM_
CUBE _P S TN . A D es c r iption is optional.

6 . S elec t D ef au lt f or the D ev ic e P ool (f or this ex am ple).

7. S elec t MRG L_S ec u r e f or the Media Res ou r c e G r ou p Lis t.

8. Unc hec k Media Ter m ination P oint Requ ir ed.
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Cis co UCM: Configur e Cis co UCM-P STN Tr unk P ar ame te r s ( 2 / 5 )

9 . Chec k S RTP Allowed.

1 0. S elec t W hen u s ing both s RTP and TLS f or Cons ider Tr af f ic on This Tr u nk S ec u r e.
11. Se le ct On for Us e Tr us te d Re lay P oint.

Cis co UCM: Configur e Cis co UCM-P STN Tr unk P ar ame te r s ( 3 / 5 )

1 2. Chec k Redir ec ting D iv er s ion Header D eliv er y - I nbou nd.
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Cis co UCM: Configur e Cis co UCM-P STN Tr unk P ar ame te r s ( 4 / 5 )

1 3. Chec k Redir ec ting D iv er s ion Header D eliv er y - Ou tbou nd.

Cis co UCM: Configur e Cis co UCM-P STN Tr unk P ar ame te r s ( 5 / 5 )

1 4 . I n the S I P I nf or m ation s ec tion:

a. E nter the F QD N of the Cis c o UBE and por t of the Cis c o UBE LAN inter f ac ef or
the D es tination Addr es s and D es tination P or t, r es pec tiv ely.

b. S elec t S ec u r e S I P Tr u nk P r of ile- Cr es tr on f or the S I P Tr u nk S ec u r ity P r of ile.

c . S elec t S tandar d S I P P r of ile_Cr es tr on f or the S I P P r of ile.

1 5 . Clic k S av e.
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Confi g ur e R oute Pa tter ns
Conf igu r e the f ollowing r ou te patter ns .

l Rou te c alls f r om the Cis c o UCM to the Cis c o UBE towar d P S TN gateway.

l Res tr ic t Caller I D on ou tgoing c alls .

To c onf igu r e r ou te patter ns :

1 . Clic k Call Rou ting > Rou te/ Hu nt > Rou te P atter n .

2. Clic k Add N ew.

3. E nter the des ir ed inf or m ation and then c lic k S av e.

P S T N R o u te P a tte r n

Conf igu r e the 9 .@ r ou te patter n to enable ou tbou nd c alling f r om Cis c o UCM to Cis c o UBE
u s ing 9 as the ac c es s c ode.

The s c r eens hots that f ollow s how the c onf igu r ation.

Cis co UCM: Route P atte r n - Outbound D ialing Us ing A cce s s Code 9 ( 1/ 2 )
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Cis co UCM: Route P atte r n - Outbound D ialing Us ing A cce s s Code 9 ( 2 / 2 )
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R e s tr icte d Ca lle r I D R o u te P a tte r n

Conf igu r e the * 6 7.@ r ou te patter n to r es tr ic t Caller I D  on ou tbou nd c alls .

The s c r eens hots that f ollow s how the c onf igu r ation.

Cis co UCM: Route P atte r n - Re s tr ict Calle r ID ( 1/ 2 )
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Cis co UCM: Route P atte r n - Re s tr ict Calle r ID ( 2 / 2 )
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