
D M -NVX -3 50 / 3 51 (C)
DM NVX™ 4 K6 0 4 : 4 : 4 HDR Netwo rk A V

E n co der/ Deco der

Web I nt er fa ce Config ur a t ion G uid e
Cr es tr on E lec tr onic s , I nc .



Ori g i na l Inst ruct i ons
The U. S. Eng l i sh v e rsi on of t hi s d ocume nt i s t he ori g i na l i nst ruct i ons.
A l l ot he r l a ng ua g e s a re a t ra nsl a t i on of t he ori g i na l i nst ruct i ons.

Re g ul a t ory M od e l :

Cre st ron p rod uct d e v e l op me nt sof t wa re i s l i ce nse d t o Cre st ron d e a l e rs a nd Cre st ron Se rv i ce Prov i d e rs (CSPs) und e r a
l i mi t e d none xcl usi v e , nont ra nsf e ra b l e Sof t wa re D e v e l op me nt Tool s Li ce nse A g re e me nt . Cre st ron p rod uct op e ra t i ng
sy st e m sof t wa re i s l i ce nse d t o Cre st ron d e a l e rs, CSPs, a nd e nd -use rs und e r a se p a ra t e End -Use r Li ce nse A g re e me nt .
Bot h of t he se A g re e me nt s ca n b e f ound on t he Cre st ron we b si t e a t www. cre st ron. com/l e g a l /sof t wa re _l i ce nse _
a g re e me nt .

The p rod uct wa rra nt y ca n b e f ound a t www. cre st ron. com/wa rra nt y .

The sp e ci f i c p a t e nt s t ha t cov e r Cre st ron p rod uct s a re l i st e d a t www. cre st ron. com/l e g a l /p a t e nt s.

Ce rt a i n Cre st ron p rod uct s cont a i n op e n source sof t wa re . F or sp e ci f i c i nf orma t i on, v i si t www. cre st ron. com/op e nsource.

Cre st ron, t he Cre st ron l og o, . A V F ra me work , 3 -Se ri e s, 3 -Se ri e s Cont rol Sy st e m, A d a g i o, A i rM e d i a , A ut o-Lock i ng , Ca me o,
Core 3 , Core 3 UI, Cre sF i b e r, Cre sne t , Cre st ron A v i a , Cre st ron Tool b ox, a nd D i g i t a l M e d i a a re e i t he r t ra d e ma rk s or
re g i st e re d t ra d e ma rk s of Cre st ron El e ct roni cs, Inc. i n t he Uni t e d St a t e s a nd /or ot he r count ri e s. D ol b y a nd D ol b y A t mos
a re e i t he r t ra d e ma rk s or re g i st e re d t ra d e ma rk s of D ol b y La b ora t ori e s i n t he Uni t e d St a t e s a nd /or ot he r count ri e s. D TS
HD a nd D TS: X a re e i t he r t ra d e ma rk s or re g i st e re d t ra d e ma rk s of D TS, Inc. i n t he Uni t e d St a t e s a nd /or ot he r count ri e s.
HD M I i s e i t he r a t ra d e ma rk or re g i st e re d t ra d e ma rk of HD M I Li ce nsi ng LLC i n t he Uni t e d St a t e s a nd /or ot he r count ri e s.
Ot he r t ra d e ma rk s, re g i st e re d t ra d e ma rk s, a nd t ra d e na me s ma y b e use d i n t hi s d ocume nt t o re f e r t o e i t he r t he e nt i t i e s
cl a i mi ng t he ma rk s a nd na me s or t he i r p rod uct s. Cre st ron d i scl a i ms a ny p rop ri e t a ry i nt e re st i n t he ma rk s a nd na me s of
ot he rs. Cre st ron i s not re sp onsi b l e f or e rrors i n t y p og ra p hy or p hot og ra p hy .

©2 0 2 0 Cre st ron El e ct roni cs, Inc.

https://www.crestron.com/legal/software-license-agreement
https://www.crestron.com/legal/software-license-agreement
https://www.crestron.com/warranty
https://www.crestron.com/legal/patents
https://www.crestron.com/legal/open-source-software


Cont ent s

I n tr o d u ctio n 1
W eb I nter f ac e Ov er v iew 1

Ac c es s the W eb I nter f ac e 1
Ac c es s W eb I nter f ac e with a W eb Br ows er 1
Ac c es s W eb I nter f ac e W ith Cr es tr on Toolbox ™ S of twar e 2

S ta tu s 5
D ev ic e 6
N etwor k 6
US B 7
D M N VX D ir ec tor 7
D M N AX (AE S 6 7) Au dio 8
Contr ol S ys tem 9
I npu t/ Ou tpu t 9

S e ttin g s 1 1
S ys tem S etu p 1 1
S tr eam 1 6
D M N AX (AE S 6 7) Au dio 1 9
S u bs c r iptions 21
Rou ting 22
I npu ts 23
Ou tpu ts 23
On S c r een D is play 24
US B 25
I R P or ts 26
P or t S elec tion 27

S e cu r ity 2 8
Cu r r ent Us er 30
Us er s 31

Cr eate N ew Loc al Us er 32
Add Ac tiv e D ir ec tor y Us er 32
D elete Us er 33
View Us er D etails 33
Update Us er D etails 34

G r ou ps 35
Cr eate Loc al G r ou p 36
Add Ac tiv e D ir ec tor y G r ou p 36
D elete a G r ou p 37
View G r ou p D etails 37

W e b Int e rf a ce Conf i g ura t i on G ui d e — D oc. 8 8 7 5C Cont e nt s • i



802 .1 x Co n f ig u r a tio n 3 8
Conf igu r e D M- N VX- 35 0/ 35 1 (C) f or 802.1 X Au thentic ation: 39

i i • Cont e nt s W e b Int e rf a ce Conf i g ura t i on G ui d e — D oc. 8 8 7 5C



i i i • Cont e nt s W e b Int e rf a ce Conf i g ura t i on G ui d e — D oc. 8 8 7 5C



W e b Int e rf a ce Conf i g ura t i on G ui d e — D oc. 8 8 7 5C D M -NVX-3 50 /3 51(C) • 1

I nt r od uct ion

The D M- N VX- 35 0/ 35 1 (C) is a c om pac t v ideo enc oder / dec oder des igned to f u nc tion as either a
tr ans m itter or r ec eiv er with the ability to s witc h between the two m odes pr ogr am m atic ally v ia
c om m ands f r om a Cr es tr on c ontr ol s ys tem or the web inter f ac e. F eatu r ing s im ple web c ontr ol
and m anagem ent, US B and KVM integr ation, and s u ppor t f or c opper and f iber LAN c onnec tiv ity,
the D M- N VX- 35 0/ 35 1 (C) is a one- s top s olu tion f or any- s ized networ k AV ins tallation.

We b In t e r fac e Ove r vie w
The web inter f ac e of the D M- N VX- 35 0/ 35 1 (C) allows you to v iew s tatu s inf or m ation f or the D M-
N VX- 35 0/ 35 1 (C) and c onf igu r e its networ k and dev ic e s ettings .

Ac c ess the W eb Inter fa c e
The web inter f ac e is ac c es s ed f r om a web br ows er . The f ollowing table lis ts v ar iou s oper ating
s ys tem s and the c or r es ponding s u ppor ted web br ows er s .

OPERA TING SY STEM SUPPORTED W EB BROW SERS

Windows ® ope r ating s ys te m Chr ome ™ we b br ows e r , ve r s ion 3 1 and late r

F ir e fox® we b br ows e r , ve r s ion 3 1 and late r

Inte r ne t Explor e r we b br ows e r , ve r s ion 11 and late r

Micr os oft Edge we b br ows e r

macOS® ope r ating s ys te m Safar i® we b br ows e r , ve r s ion 6 and late r

Chr ome ™ we b br ows e r , ve r s ion 3 1 and late r

F ir e fox® we b br ows e r , ve r s ion 3 1 and late r

Oper ating S ys tem and S u ppor ted W eb Br ows er s

To ac c es s the u s er inter f ac e, do either of the f ollowing:

l Open it dir ec tly in a web br ows er .

l Open a web br ows er f r om within the Cr es tr on Toolbox ™ applic ation.

Ac c e s s We b In t e r fac e wit h a We b B r o ws e r
1 . E nter the I P addr es s of the D M- N VX- 35 0/ 35 1 (C) into a web br ows er .

N OTE : To obtain the I P addr es s , pr es s the S etu p bu tton on the f r ont panel of the D MF - CI -
8 c has s is of the D M- N VX- 35 0/ 35 1 (C). The I P addr es s will appear on a dis play c onnec ted to
the HD MI ® ou tpu t.
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2. E nter you r c r edentials in the D ev ic e Adm inis tr ation dialog (note that the u s er nam e and
pas s wor d ar e c as e s ens itiv e). The def au lt u s er nam e is adm in , and the def au lt pas s wor d is
adm in .

N OTE : F or enhanc ed s ec u r ity, it is r ec om m ended that the def au lt pas s wor d be c hanged.

D e vice A dminis tr ation Login P age

3. Clic k S ign I n.

Ac c e s s We b In t e r fac e Wit h Cr e s t r o n T o o lbo x ™ So ft war e
To ac c es s the u s er inter f ac e by opening a web br ows er within the Cr es tr on Toolbox ™ applic ation,
do the f ollowing:
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1 . Open the Cr es tr on Toolbox ™ applic ation.

2. F r om the Tools m enu , s elec t D ev ic e D is c ov er y Tool. Y ou c an als o ac c es s the D ev ic e
D is c ov er y Tool by c lic king the D ev ic e D is c ov er y Tool bu tton in the Cr es tr on Toolbox
toolbar . The D M- N VX- 35 0/ 35 1 (C) is dis c ov er ed and is lis ted in the dev ic e lis t on the lef t s ide
of the s c r een. The as s oc iated hos t nam e, I P addr es s , and f ir m war e v er s ion ar e als o
dis played.

N OTE : I f ther e is s ec u r ity s of twar e r u nning on the c om pu ter , a s ec u r ity aler t m ight be
dis played when the Cr es tr on Toolbox applic ation attem pts to c onnec t to the networ k.
Make s u r e to allow the c onnec tion, s o that the D ev ic e D is c ov er y Tool c an be u s ed.

3. I n the D ev ic e D is c ov er y Tool lis t, dou ble- c lic k you r D M- N VX- 35 0/ 35 1 (C) dev ic e.

4 . E nter you r c r edentials in the Au thentic ation Requ ir ed dialog that opens , and then c lic k Log
I n.

A uthe ntication D ialog Box
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5 . Clic k the W eb Conf igu r ation bu tton in the Conf igu r ation page dis played on the lef t s ide of
the D ev ic e D is c ov er y Tool.

D e vice D is cove r y Tool Window
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St a t us

The S tatu s page is the f ir s t page that is dis played when opening the web inter f ac e of the D M- N VX-
35 0/ 35 1 (C). I t dis plays gener al inf or m ation abou t the D M- N VX- 35 0/ 35 1 (C) (s u c h as m odel nam e,
s er ial nu m ber , and f ir m war e v er s ion), c u r r ent networ k s ettings (s u c h as hos t nam e and I P
addr es s , etc .), as well as inf or m ation abou t the c onnec tion to the c ontr ol s ys tem .

The S tatu s page c an be ac c es s ed at any tim e by c lic king the S tatu s tab in the nav igation bar of the
web u s er inter f ac e of the D M- N VX- 35 0/ 35 1 (C).

D M-NVX-3 5 0 / 3 5 1( C) Status P age
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De vic e
D is plays the Model, S er ial N u m ber , and F ir m war e Ver s ion of the D M- N VX- 35 0/ 35 1 (C).

Status P age - D e vice

Clic k on + Mor e D etails to s ee additional inf or m ation abou t the D M- N VX- 35 0/ 35 1 (C).

N e t wo r k
D is plays the Hos t N am e, D om ain N am e, D HCP  E nabled, I P  Addr es s , D N S S er v er s , D ef au lt
G ateway, Link Ac tiv e, Mac Addr es s , and S u bnet Mas k of the D M- N VX- 35 0/ 35 1 (C).

N OTE : By def au lt, the hos t nam e of D M- N VX- 35 0/ 35 1 (C) c ons is ts of the m odel nam e f ollowed
by the MAC addr es s of the dev ic e. F or ex am ple, D M- N VX- 35 0/ 35 1 (C)- .

Status P age - Ne twor k
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USB
D is plays the US B Mode, Tr ans por t Mode, Au tom atic US B P air ing, Mu ltiple D ev ic e S u ppor t, and
Loc al D ev ic e I D of the D M- N VX- 35 0/ 35 1 (C).

Clic k + Rem ote D ev ic e I D to dis play a table s howing the # , Rem ote D ev ic e I D , and the P air ing
S tatu s of any dev ic es c onnec ted to the D M- N VX- 35 0/ 35 1 (C) by US B.

Status P age - USB

DM N V X Dir e c t o r
D is plays the D M N VX D ir ec tor s ettings . N ote that the f ields below will not be popu lated when
u s ing XiO- D ir ec tor v 1 .0.

Status P age - D M NVX D ir e ctor

l D M N VX D ir ec tor Hos tN am e: D is plays the hos t nam e of the D M- N VX- D ir ec tor .

l D om ain N am e: D is plays the dom ain nam e of the D M- N VX- D ir ec tor .

l D om ain N u m ber : D is plays the dom ain nu m ber of the D M- N VX- D ir ec tor .

l D om ain S lot N u m ber : D is plays the dom ain s lot nu m ber of the D M- N VX- D ir ec tor .
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DM N AX ( AES67 ) Au dio
D is plays the f ollowing au dio inf or m ation f or both D M N AX (AE S 6 7) Tr ans m it and D M N AX
(AE S 6 7) Rec eiv e.

Status P age - D M NA X ( A ES6 7 ) A udio

l S tatu s : D is plays the s tatu s of the s tr eam .

l D M N AX (AE S 6 7) Au dio Mode: W ill dis play u nder either D M N AX (AE S 6 7) Tr ans m it or D M
N AX (AE S 6 7) Rec eiv e depending on the m ode s et. By def au lt, the m ode is s et to Au tom atic
whic h will add +1 to the ou tgoing v ideo s tr eam m u ltic as t addr es s . F or ex am ple, if the Video
m u ltic as t addr es s is 239 .8.0.0, the D M N AX (AE S 6 7) Mu ltic as t addr es s will be 239 .8.0.1 . The
m ode c an als o be s et to Manu al (whic h will allow s etting the m u ltic as t addr es s in the f ield
below) or D is abled.

l Mu ltic as t Addr es s : S ets the m u ltic as t addr es s . This is only av ailable when Mode is s et to
Manu al.

l P or t: S ets the por t nu m ber . Av ailable when Mode is s et to Manu al.
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Co n t r o l Sys t e m
D is plays the f ollowing c onnec tion inf or m ation.

Status P age - Contr ol Sys te m

l E nc r ypt Connec tion: D is plays ON if the c onnec tion is enc r ypted or OF F if it is not.

l I P I D : D is plays the I P I D of D M- N VX- 35 0/ 35 1 (C).

l Room I D : D is plays the Room I D of the c ontr ol s ys tem .

l I P Addr es s / Hos tnam e: D is plays the I P addr es s and Hos tnam e of the c ontr ol s ys tem .

l Type: Always s et to P eer .

l S er v er P or t: D is plays the s er v er por t. The def au lt por t is s et to 4 1 79 4 .

l Connec tion: Always dis plays G way.

l S tatu s : The s tatu s will be either OF F LI N E or ON LI N E .

In pu t / Ou t pu t
D is plays the f ollowing inpu t and ou tpu t inf or m ation.

Status P age - Input/ Output

Clic k + I npu ts to dis play the f ollowing:

l N am e: D is plays the nam e of the inpu t.

l S ync D etec ted: D is plays whether s ync is detec ted (Y es ) or not (N o).

l Res olu tion: D is plays the r es olu tion.
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l S ou r c e HD CP : D is plays the s tatu s of the s ou r c e HD CP .

l S ou r c e Content S tr eam Type: D is plays the s tr eam type of the s ou r c e c ontent.

l I nter lac ed: D is plays whether the s tr eam is inter lac ed (Y es ) or not (N o).

l As pec t Ratio: D is plays the as pec t r atio.

l Au dio F or m at: D is plays the au dio f or m at.

l Au dio Channels : D is plays the nu m ber of au dio c hannels .

Clic k + Ou tpu ts to dis play the f ollowing:

l N am e: D is plays the nam e of the ou tpu t.

l S ink Connec ted: D is plays whether a s ink is c onnec ted (Y es ) or not (N o).

l Res olu tion: D is plays the r es olu tion.

l S ou r c e HD CP : D is plays the s tatu s of the s ou r c e HD CP .

l D is abled by HD CP : D is plays whether the s ou r c e is dis abled by HD CP (Y es ) or not (N o).

l As pec t Ratio: D is plays the as pec t r atio.
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Set t ing s

The S ettings page is u s ed to c onf igu r e the D M- N VX- 35 0/ 35 1 (C).

The S ettings page c an be ac c es s ed at any tim e by c lic king the S ettings tab in the nav igation bar of
the web u s er inter f ac e of the D M- N VX- 35 0/ 35 1 (C).

D M-NVX-3 5 0 / 3 5 1( C) Se ttings P age

Sys t e m Se t u p
The S ys tem S etu p s ettings allow you to c onf igu r e the f ollowing s ys tem s ettings f or the D M- N VX-
35 0/ 35 1 (C).
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Se ttings P age - Ne twor k

The N etwor k s ettings allow you to c onf igu r e the Hos t N am e, D om ain N am e, and D N S S er v er s of
the D M- N VX- 35 0/ 35 1 (C).

N OTE : By def au lt, the hos t nam e of D M- N VX- 35 0/ 35 1 (C) c ons is ts of the m odel nam e f ollowed
by the MAC addr es s of the dev ic e. F or ex am ple, D M- N VX- 35 0/ 35 1 (C)- 001 07F 7C6 5 4 4 .

Adapter 1 : E nable or dis able D HCP . The I P  Addr es s , S u bnet Mas k, D ef au lt G ateway, Link Ac tiv e,
and Mac Addr es s of the D M- N VX- 35 0/ 35 1 (C) ar e als o dis played.

Se ttings P age - Ne twor k Inte r face

N etwor k I nter f ac e: S elec t either V2 or V3 f or I G MP S u ppor t.

Se ttings P age - D e vice Mode Lock
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D ev ic e Mode Loc k: E nable or dis able Contr ol Loc k f or the D M- N VX- 35 0/ 35 1 (C).

Se ttings P age - Cloud Se ttings

Clou d Conf igu r ation S er v ic e Connec tion: Toggle the s witc h to enable or dis able Clou d
Conf igu r ation S er v ic e Connec tion .

Se ttings P age - RS-2 3 2 P or t Se ttings

Conf igu r e the RS - 232 por t s ettings of the D M- N VX- 35 0/ 35 1 (C) in the RS - 232 P or t S ettings
s ec tion of the s c r een.

l Bau d Rate: S elec t the bau d r ate f r om the dr op- down m enu .

l Har dwar e F low Contr ol: S elec t the har dwar e f low c ontr ol f r om the dr op- down m enu .

l D ata Bits : S elec t the data bits f r om the dr op- down m enu .

l P ar ity: S elec t the par ity f r om the dr op- down m enu .

l S of twar e F low Contr ol: S elec t the s of twar e f low c ontr ol f r om the dr op- down m enu .

l S top Bits : S elec t the s top bits f r om the dr op- down m enu .
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Se ttings P age - A uto Update

To au tom atic ally u pdate the c ontr ols pr ov ided on the web inter f ac e of D M- N VX- 35 0/ 35 1 (C), do
the f ollowing:

1 . Mov e the Au to Update s lider to the enabled pos ition. By def au lt, the au to u pdate
f u nc tionality is s et to enabled.

2. E nter a path to the u pdate c lou d in the Cu s tom URL P ath f ield.

I f you wis h to s c hedu le au to u pdate to oc c u r on c er tain days of the week, c lic k the D ay of
W eek dr op- down and s elec t the des ir ed option (av ailable options ar e as f ollows : D aily,
S u nday, Monday, Tu es day, W ednes day, Thu r s day, F r iday, S atu r day) and then enter tim e of
the day when the au to u pdate will s tar t in the Tim e of D ay f ield.

I f you wis h to s pec if y polling inter v al, enter a v alu e in the P oll I nter v al f ield. Clic k the Update
N ow bu tton to f or c e an u pdate im m ediately.

Se ttings P age - D ate / Time
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Conf igu r e the date and tim e s ettings of the D M- N VX- 35 0/ 35 1 (C) in the Conf igu r e D ate/ Tim e
s ec tion of the s c r een.

1 . Mov e the Tim e S ync hr onization s lider to the des ir ed pos ition to s pec if y whether tim e
s ync hr onization will be enabled or dis abled. By def au lt, tim e s ync hr onization is enabled.

2. I n the Tim e S er v er f ield, enter the URL of the N TP or S N TP s er v er .

3. Clic k S ync hr onize N ow to per f or m tim e s ync hr onization between the dev ic e' s inter nal c loc k
and the tim e s er v er .

4 . Clic k on the Tim e Z one dr op- down to s elec t the applic able tim e zone.

5 . I n the Tim e (24 hr F or m at) f ield, enter c u r r ent tim e in 24 - hou r f or m at.

6 . I n the D ate f ield, enter the c u r r ent date.

Se ttings P age - D is cove r y Config

Mov e the D is c ov er y Agent s lider to enabled or dis abled to s pec if y if the D M- N VX- 35 0/ 35 1 (C) is
dis c ov er able or not. W hen D is c ov er y Agent is enabled, the D M- N VX- 35 0/ 35 1 (C) is dis played in the
Av ailable S tr eam s lis t of other r ec eiv er s .

I f you wou ld like to u s e a c u s tom TTL v alu e, s elec t the Cu s tom TTL option and then enter the v alu e
in the TTL f ield.

Se ttings P age - Contr ol Sys te m

1 . Toggle E nc r ypt Connec tion to s pec if y whether to u s e enc r yption. By def au lt, E nc r ypt
Connec tion is dis abled.

N ote that when enc r yption is enabled, the Contr ol S ys tem Us er nam e and Contr ol S ys tem
P as s wor d f ields ar e dis played to pr ov ide login inf or m ation.

2. E nter the Room I D in the Room I D f ield.

3. S elec t the I P I D of the D M- N VX- 35 0/ 35 1 (C) in the I P I D dr op- down lis t. Valid v alu es r ange
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f r om 03 to F E in hex adec im al notation.

4 . E nter the I P addr es s or hos tnam e of the c ontr ol s ys tem in the I P Addr es s / Hos tnam e f ield.

St r e am
Se ttings P age - Str e am

l Mode: S elec t either Rec eiv er or Tr ans m itter f r om the dr op- down m enu .

l D ev ic e N am e: D is plays the nam e of the D M- N VX- 35 0/ 35 1 (C).

l S tr eam Loc ation: D is plays the loc ation of the s tr eam .

l Mu ltic as t Addr es s : D is plays the m u ltic as t addr es s .

l S tatu s : D is plays the s tatu s of the dev ic e, f or ex am ple, ' S tr eam s topped' , ' S tr eam s tar ted' ,
' Connec ting' , etc .

l Res olu tion: D is plays the r es olu tion of an inc om ing s tr eam .
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Se ttings P age - A dvance d

l Au to I nitiation: Mov e the Au to I nitiation s lider to the des ir ed pos ition (enabled or dis abled) to
s pec if y whether the s tr eam will au tom atic ally s tar t when the c or r ec t par am eter s ar e s et. By
def au lt, Au tom atic I nitiation is enabled.

P r es s the S tar t or S top bu tton to s tar t or s top a s tr eam if Au tom atic I nitiation is dis abled.
N ote that when Au tom atic I nitiation is dis abled, the dev ic e will not attem pt to s tar t a
s tr eam u ntil the S tar t bu tton is pr es s ed.

l Cu s tom P or ts : Toggle the Cu s tom P or ts s witc h to enable the option to s pec if y a c u s tom
RTS P or TS por t. Cr es tr on r ec om m ends u s ing a c u s tom por t v alu e gr eater than 1 0000.

l RTS P P or t: E nter a c u s tom TCP por t nu m ber f or the RTS P s er v er of the pr im ar y
au dio/ v ideo s tr eam (Tr ans m itter m ode only).

Valid v alu es r ange f r om 1 to 6 5 5 35 . By def au lt, the RTS P P or t of the D M- N VX- 35 0/ 35 1 (C) is
s et to por t 5 5 4 .
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l TS P or t: E nter a c u s tom UD P por t at whic h both au dio and v ideo ar e tr ans m itted. The v alu e
m u s t be an ev en nu m ber . An odd v alu e will be r ejec ted by the dev ic e. By def au lt, the TS P or t is
s et to 4 5 70. Valid v alu es r ange f r om 1 to 6 5 5 30.

l S tatis tic s : Toggle S tatis tic s to enabled in or der to v iew P ac kets Tr ans m itted, P ac kets
D r opped, and Bitr ate. Clic k Res et S tatis tic s to r es et this inf or m ation.

l Au dio/ Video: D is plays inf or m ation f or Au dio Channels , Au dio F or m at, and Au dio Ratio.
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DM N AX ( AES67 ) Au dio
Se ttings P age - D M NA X ( A ES6 7 ) A udio
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D M N AX (AE S 67) T ra ns m it

l Mode: By def au lt, the m ode is s et to Au tom atic whic h will add +1 to the ou tgoing v ideo
s tr eam m u ltic as t addr es s . F or ex am ple, if the Video m u ltic as t addr es s is 239 .8.0.0, the D M
N AX (AE S 6 7) Mu ltic as t addr es s will be 239 .8.0.1 . The m ode c an als o be s et to Manu al (whic h
will allow s etting the m u ltic as t addr es s in the f ield below) or D is abled.

l Mu ltic as t Addr es s : S ets the m u ltic as t addr es s . This is only av ailable when Mode is s et to
Manu al.

l P or t: S ets the por t nu m ber . Av ailable when Mode is s et to Manu al.

D M N AX (AE S 67) R e c e ive

l Mu ltic as t Addr es s : S ets the m u ltic as t addr es s .

l P or t: S ets the por t nu m ber .

Under both D M N AX (AE S 6 7) Tr ans m it Adv anc ed and D M N AX (AE S 6 7) Rec eiv e Adv anc ed ar e the
f ollowing options :

l Au to I nitiation: Toggle Au to I nitiation to either enable or dis able it. I f dis abled, the S tar t and
S top bu ttons bec om e av ailable f or u s e.

l S tatu s : D is plays the s tatu s of the s tr eam .

l E nc oding F or m at: D is plays the enc oding f or m at of the s tr eam .

l E nc oding S am ple Rate: D is plays the enc oding s am ple r ate of the s tr eam .

l Bitr ate: D is plays the bitr ate of the s tr eam .

l Channels : D is plays the nu m ber of c hannels .
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Su bs c r ipt io n s
Se ttings P age - Subs cr iptions

W hen a D M- N VX r ec eiv er s u bs c r ibes to a D M- N VX tr ans m itter , Real Tim e S tr eam ing P r otoc ol
(RTS P ) negotiation begins between the D M- N VX r ec eiv er and the D M- N VX tr ans m itter . W hen a
s tr eam is r ou ted, the D M- N VX r ec eiv er per f or m s the I nter net G r ou p Managem ent P r otoc ol
(I G MP ) join, whic h c au s es the r ec eiv er to join the m u ltic as t gr ou p of the tr ans m itter . A m ax im u m
of 1 000 tr ans m itter s c an be s u bs c r ibed to a s ingle r ec eiv er .

The Av ailable S tr eam s table dis plays detailed s tr eam inf or m ation abou t all s tr eam s to whic h the
D M- N VX r ec eiv er dev ic e c an s u bs c r ibe. Ther e ar e s ev er al ways to s u bs c r ibe to one or m or e
s tr eam s .
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l By adding a s tr eam m anu ally: Clic k the + Add S tr eam bu tton in the S u bs c r ibed S tr eam s
table, and then enter a s tr eam nam e and URI in the c or r es ponding f ields .

l By s elec ting f r om the lis t of av ailable s tr eam s :
o S elec t a s tr eam in the Av ailable S tr eam s table and c lic k the c or r es ponding S u bs c r ibe

bu tton.
o S elec t one or m or e s tr eam s in the Av ailable S tr eam s table by c hec king the

c or r es ponding c hec k box of the D ev ic e N am e and then c lic k the + S u bs c r ibe Chec ked
bu tton.

The S u bs c r ibed S tr eam s table dis plays detailed s tr eam inf or m ation abou t all c u r r ent s tr eam
s u bs c r iptions .

Clic k the Uns u bs c r ibe bu tton to u ns u bs c r ibe f r om a par tic u lar s tr eam , or s elec t s ev er al s tr eam s
by c hec king the c or r es ponding c hec k box and then c lic k the Uns u bs c r ibe Chec ked bu tton.

E x is ting s tr eam s u bs c r iptions c an be s av ed (by c lic king on the S av e S u bs c r iptions bu tton) in a f ile
nam ed ‘s u bs c r iption.x m l’. N ote that when u s ing f ir m war e v er s ion 1 .3388.0005 1 or ear lier , the
nam e of the f ile will be ‘s u bs c r iption.x iolis t’.

E x is ting s u bs c r iptions c an als o be r eloaded (by c lic king on the Load S u bs c r iptions bu tton) if
needed.

Ro u t in g
Se ttings P age - Routing

S elec t the des ir ed au dio s ou r c e in the Au dio S ou r c e dr op- down lis t: Au dio F ollows Video, I npu t 1 , or
D M N AX(AE S 6 7) Au dio.
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In pu t s
Se ttings P age - Inputs

I npu ts dis plays inf or m ation abou t N am e, S ync D etec ted, E D I D , and HD CP Rec eiv er Capability.
Additionally, u nder Ac tions , c lic k E dit to c onf igu r e the applic able inpu t.

Ou t pu t s
Se ttings P age - Outputs

S elec t the des ir ed Analog Au dio Volu m e by u s ing the s lider or inpu tting a v alu e.
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On Sc r e e n Dis play
Se ttings P age - On Scr e e n D is play

The D M- N VX- 35 0/ 35 1 (C) pr ov ides the ability to dis play f ix ed tex t on the s c r een, whic h allows
pos s ibilities s u c h as labeling the v ideo s ou r c e or dis playing s pec ial ins tr u c tions , s c hedu les ,
annou nc em ents , aler ts , and other m es s aging.

Toggle the Tex t Ov er lay s lider to enable or dis able the tex t ov er lay. By def au lt, the tex t ov er lay
f eatu r e is dis abled.

Type the tex t to dis play ov er the v ideo in the Tex t to D is play entr y f ield.

Mov e the Bac kgr ou nd Tr ans par enc y s lider or enter a v alu e to adju s t the bac kgr ou nd tr ans par enc y.
The ex ac t tr ans par enc y v alu e (r anging f r om 0 to 1 00% ) is dis played in the f ield bes ide the
tr ans par enc y s lider .

S elec t wher e the ov er lay tex t will be pos itioned f r om the Tex t Loc ation s elec tor , or s elec t Cu s tom
to enter an ex ac t X Coor dinate and Y Coor dinate.
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USB
Se ttings P age - USB

D M- N VX- 35 0/ 35 1 (C) dev ic es c an be pair ed to s u ppor t the ex tens ion of US B s ignals , whic h c an be
r ou ted f r om one or m or e D M- N VX- 35 0/ 35 1 (C) dev ic e(s ) to another D M- N VX- 35 0/ 35 1 (C) dev ic e
v ia the web inter f ac e or the c ontr ol s ys tem . Mu ltiple r ec eiv er s c an f eed US B s ignals to a s ingle loc al
dev ic e. F or ex am ple, the loc al dev ic e wou ld typic ally be a P C, wher e the r em ote dev ic es wou ld be a
m ou s e, keyboar d, or web c am er a.

E ac h D M- N VX- 35 0/ 35 1 (C) dev ic e pr ov ides a US B 2.0 HOS T por t and a US B 2.0 D E VI CE por t.

A D M- N VX dev ic e c an be c onf igu r ed to u s e either a US B D E VI CE por t (Loc al) or US B HOS T por t
(Rem ote) c onnec tion, bu t nev er both. A US B m ou s e, keyboar d, or other per ipher al c an be
c onnec ted to the HOS T por t on a D M- N VX- 35 0/ 35 1 (C) dev ic e, and a c om pu ter or other hos t
dev ic e c an be c onnec ted to the D E VI CE por t on another D M- N VX- 35 0/ 35 1 (C) dev ic e.

Conf igu r e the US B r ou ting:

1 . D eter m ine the D M- N VX dev ic es that ar e to be pair ed.

l One D M- N VX dev ic e f u nc tions as the loc al ex tender . The D E VI CE por t c onnec ts to a
c om pu ter or other hos t dev ic e.

l The other D M- N VX dev ic es f u nc tion as r em ote ex tender s . Their HOS T por t c onnec ts
to a US B m ou s e, keyboar d, or other dev ic es .

2. S et the US B Mode dr op down to Loc al or Rem ote f or eac h of the D M- N VX dev ic es .

3. S elec t Layer 2 or Layer 3 f r om the Tr ans por t Mode dr op- down lis t. W hen tr ans por t m ode is
s et to Layer 3, D M- N VX- 35 0/ 35 1 (C) u s es I P addr es s es f or the US B pair ing; other wis e MAC
addr es s es ar e u s ed.



2 6 • D M -NVX-3 50 /3 51(C) W e b Int e rf a ce Conf i g ura t i on G ui d e — D oc. 8 8 7 5C

4 . Mov e the Au tom atic US B P air ing s lider to enabled or dis abled to s pec if y whether the dev ic es
pair au tom atic ally or not. By def au lt, enabled is s elec ted. W hen au tom atic US B pair ing is
enabled, pair ing is attem pted as s oon as a loc al dev ic e I D or at leas t one r em ote dev ic e I D is
enter ed. I f m u ltiple dev ic e s u ppor t is not enabled and a pair is alr eady m ade, it will r em ov e
the ex is ting pair , and pair to the new addr es s .

5 . Mov e the Mu ltiple D ev ic e S u ppor t s lider to enabled or dis abled to s pec if y whether the loc al
dev ic e c an be pair ed with m or e than one r em ote dev ic e. By def au lt, D is abled is s elec ted. N ote
that m u ltiple dev ic e s u ppor t is not av ailable when tr ans por t m ode is s et to Layer 3.

6 . The Loc al D ev ic e I D f ield r epor ts the c or r es ponding MAC addr es s (when tr ans por t m ode is
s et to Layer 2) or I P addr es s (when tr ans por t m ode is s et to Layer 3) of the dev ic e

7. Copy the addr es s (r epor ted in the Loc al D ev ic e I D f ield) of the loc al dev ic e into the Rem ote
D ev ic e I D f ield of the c or r es ponding r em ote dev ic e.

8. Copy the addr es s (r epor ted in its Loc al D ev ic e I D f ield) of the c or r es ponding r em ote dev ic e
into the Rem ote D ev ic e I D # (wher e # r anges f r om 1 to 7) f ield of the loc al dev ic e.

9 . I f Au tom atic US B P air ing is dis abled, pair the loc al and r em ote dev ic es by c lic king the P air
bu tton on both D M- N VX dev ic es (loc al and r em ote).

To u npair pair ed dev ic es , c lic k the UnP air bu tton on eac h D M- N VX dev ic e. The P air ing S tatu s f ield
dis plays the pair ed s tatu s of eac h dev ic e.

IR Po r t s
Se ttings P age - IR P or ts

The f ollowing I R s ettings ar e av ailable f or both P or t 1 and P or t 2:

F ile N am e: W hen an I R f ile is loaded u s ing the Load I R F ile bu tton, the nam e of the f ile will be
dis played her e. To delete this f ile, c lic k D elete I R F ile.
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Po r t Se le c t io n
Se ttings P age - P or t Se le ction

Us e the P or t S elec tion s witc h to toggle between enabled and dis abled.

I f P or t S elec tion is enabled, you c an s elec t por ts f or Managem ent, Video, Au dio/ N AX, D ante, and
US B.

N OTE S :

l I f P or t S elec tion is dis abled, c onnec ting m u ltiple inter f ac es to the s am e s witc h m ay c au s e
a networ k loop.

l The Managem ent por t is s et to P or t1 by def au lt and c ontr ols you r c onnec tion to the web
inter f ac e. Changing the por t v alu e will r es u lt in los ing you r c onnec tion to the dev ic e v ia the
web inter f ac e, s o it is r ec om m ended that this s etting r em ains u nc hanged.

l Y ou c an m ake s elec tions f or u p to two por ts .
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Secur it y

The S ec u r ity page dis plays c onf igu r ation s ettings r elated to s ec u r ity f or the D M- N VX- 35 0/ 35 1 (C).
The S S L m ode and au thentic ation options c an be c onf igu r ed on this page.

The S ec u r ity page c an be ac c es s ed by c lic king the S ec u r ity tab in the nav igation bar of the web u s er
inter f ac e of the D M- N VX- 35 0/ 35 1 (C).

D M-NVX-3 5 0 / 3 5 1( C) Se cur ity P age

S elec t E nc r ypt and Validate, E nc r ypt, or OF F in the S S L Mode dr op- down to s pec if y whether to
u s e enc r yption. By def au lt, S S L Mode is s et to OF F .

By def au lt, the au thentic ation m ode is enabled.

Mov e the E nable Au thentic ation s lider to the des ir ed pos ition to s pec if y whether au thentic ation will
be enabled or dis abled.

N OTE S :

l W hen au thentic ation is enabled, you m u s t c r eate a loc al adm inis tr ator ac c ou nt by
c r eating a u s er nam e and pas s wor d. Thes e c r edentials will be nec es s ar y to log in.

l W hen au thentic ation is dis abled, all ex is ting u s er s and gr ou ps will be deleted f r om the
s ys tem .
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Enable A uthe ntication D ialog Box

Af ter enabling or dis abling au thentic ation, the c u r r ent dev ic e s es s ion will end and you will be
r edir ec ted to the login page. E nabling or dis abling au thentic ation does not af f ec t ex is ting u s er or
gr ou p ac c ou nts on D M- N VX- 35 0/ 35 1 (C).

Onc e au thentic ation is enabled, only u s er s with adm inis tr ator r ights c an dis able it. W hen
au thentic ation is enabled, c lic k the c or r es ponding Cu r r ent Us er , Us er s or G r ou ps tabs to v iew, add,
r em ov e, and edit inf or m ation loc al or Ac tiv e D ir ec tor y u s er s and gr ou ps on D M- N VX- 35 0/ 35 1 (C)
or to c hange pas s wor d f or the c u r r ent u s er .

Se cur ity P age
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Cu r r e n t Us e r
Clic k the Cu r r ent Us er tab to v iew r ead- only inf or m ation or to c hange the pas s wor d f or the
c u r r ent u s er .

Se cur ity P age - Cur r e nt Us e r

1 . Clic k the Change Cu r r ent Us er P as s wor d bu tton to pr ov ide a new pas s wor d f or the c u r r ent
u s er .

2. I n the Change P as s wor d dialog, enter the c u r r ent pas s wor d in the Cu r r ent P as s wor d f ield,
the new pas s wor d in the P as s wor d f ield, then r eenter the s am e new pas s wor d in the
Conf ir m P as s wor d f ield.

Change P as s wor d D ialog Box

3. Clic k OK to s av e or c lic k Canc el to c anc el the c hanges .
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Us e r s
Clic k the Us er s tab to v iew and edit u s er s ettings . The Us er s tab c an be u s ed to add or r em ov e loc al
and Ac tiv e D ir ec tor y u s er s , and pr ev iew inf or m ation abou t u s er s .

Se cur ity P age - Us e r s

Us e the S ear c h Us er s f ield to enter s ear c h ter m (s ) and dis play gr ou ps that m atc h the s ear c h
c r iter ia.

I f u s er s lis ted in the Us er s table s pan ac r os s m u ltiple pages , nav igate thr ou gh the lis t of u s er s by
c lic king a page nu m ber or by u s ing the lef t or r ight ar r ows at the bottom of the Us er s pane to
m ov e f or war d or bac kwar d thr ou gh the pages .

E ac h page c an be s et to dis play 5 , 1 0, or 20 u s er s by u s ing the dr op- down m enu to the r ight of the
nav igation ar r ows .

I nf or m ation abou t ex is ting u s er s is dis played in table f or m at and the f ollowing details ar e pr ov ided
f or eac h u s er .

l Us er nam e: D is plays the nam e of the u s er .

l AD Us er : D is plays whether the u s er r equ ir es au thentic ation u s ing Ac tiv e D ir ec tor y.

Clic k the c or r es ponding bu tton in the Ac tions c olu m n to v iew detailed u s er inf or m ation or to
delete the u s er .

To c r eate a new u s er , c lic k the Cr eate Us er bu tton.
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Cr ea te N ew Loc a l User
1 . Clic k the Cr eate Us er bu tton in the Us er tab.

2. I n the Cr eate Us er dialog enter the f ollowing.

Cr e ate Us e r D ialog Box

l E nter a u s er nam e in the N am e f ield. A v alid u s er nam e c an c ons is t of alphanu m er ic
c har ac ter s (letter s a- z, A- Z , nu m ber s 0- 9 ) and the u nder s c or e “ _” c har ac ter .

l E nter a pas s wor d in the P as s wor d f ield; r eenter the s am e pas s wor d in the Conf ir m
P as s wor d f ield.

l As s ign the ac c es s lev el by s elec ting one or m or e gr ou ps f r om the G r ou ps dr op- down
lis t.

l Make s u r e that the Ac tiv e D ir ec tor y Us er s lider is s et to Of f .

3. Clic k OK to s av e. Clic k Canc el to c anc el the c hanges .

Ad d Ac ti v e D i r ec tor y User
Us er s c annot be c r eated or r em ov ed f r om the Ac tiv e D ir ec tor y s er v er , bu t ac c es s c an be gr anted
to an ex is ting u s er in the Ac tiv e D ir ec tor y s er v er .

To gr ant ac c es s to an Ac tiv e D ir ec tor y u s er , you c an either add the u s er to a loc al gr ou p on the
D M- N VX- 35 0/ 35 1 (C), or add the Ac tiv e D ir ec tor y gr ou p(s ) that they ar e a m em ber of to the D M-
N VX- 35 0/ 35 1 (C) (s ee the Add Ac tiv e D ir ec tor y G r ou p (on page 36 ) topic f or m or e inf or m ation).

To add an Ac tiv e D ir ec tor y u s er :
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1 . Clic k the Cr eate Us er bu tton.

2. I n the Cr eate Us er dialog, enter the f ollowing.

Cr e ate Us e r D ialog Box

l E nter the u s er nam e in the N am e f ield in the f or m at “ D om ain\ Us er N am e” , f or
ex am ple “ c r es tr onlabs .c om \ J ohnS m ith” .

Valid u s er nam es c an c ontain alphanu m er ic (letter s a- z, A- Z , nu m ber s 0- 9 ) and
u nder s c or e c har ac ter s .

l S elec t one or m or e gr ou ps f r om the G r ou ps dr op- down lis t.

l Make s u r e that the Ac tiv e D ir ec tor y Us er s lider is s et to On .

3. Clic k OK to s av e. Clic k Canc el to c anc el the c hanges .

D el ete User
Clic k the tr as hc an bu tton ( ) in the Ac tions c olu m n to delete the u s er . Clic k Y es when pr om pted
to delete the u s er or N o to c anc el the deletion.

Af ter a u s er is r em ov ed f r om a gr ou p, they los e any ac c es s r ights as s oc iated with that gr ou p. N ote
that the u s er ac c ou nt is not deleted by the delete u s er oper ation.

Vi ew User D eta i l s
Clic k the inf or m ation bu tton ( ) in the Ac tions c olu m n to v iew inf or m ation f or the s elec ted u s er .
The Us er D etails dialog dis plays the f ollowing inf or m ation f or the s elec ted u s er .

l N am e: D is plays the nam e of the s elec ted u s er .

l Ac tiv e D ir ec tor y Us er : D is plays whether the u s er is an Ac tiv e D ir ec tor y u s er .

l G r ou p: D is plays gr ou p(s ) the s elec ted u s er is par t of .
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Us e r D e tails D ialog Box

Clic k OK to c los e the Us er D etails dialog and to r etu r n to the Au thentic ation Managem ent Us er s
tab.

Up d a te User D eta i l s

1 . Clic k the inf or m ation bu tton ( ) in the Ac tions c olu m n to u pdate inf or m ation f or the
s elec ted u s er .

2. E nter a pas s wor d in the P as s wor d f ield; r eenter the s am e pas s wor d in the Conf ir m
P as s wor d f ield.

3. S elec t one or m or e gr ou ps to as s ign the u s er to f r om the G r ou ps dr op- down lis t.

4 . Clic k OK to s av e or c lic k Canc el to c anc el the c hanges .

The Update Us er dialog als o dis plays the f ollowing r ead- only inf or m ation f or the s elec ted u s er .

l N am e: D is plays the nam e of the u s er .

l Ac tiv e D ir ec tor y Us er : D is plays whether the u s er is an Ac tiv e D ir ec tor y u s er .

Update Us e r D ialog Box
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Gr o u ps
Clic k the G r ou ps tab to v iew and edit gr ou p s ettings . The G r ou ps tab c an be u s ed to add or r em ov e
loc al and Ac tiv e D ir ec tor y gr ou ps , and pr ev iew inf or m ation abou t a gr ou p.

Us e the S ear c h G r ou ps f ield to enter s ear c h ter m (s ) and dis play gr ou ps that m atc h the s ear c h
c r iter ia.

Se cur ity P age - G r oups

I f gr ou ps lis ted in the G r ou ps table s pan ac r os s m u ltiple pages , nav igate thr ou gh the gr ou ps by
c lic king a page nu m ber or by u s ing the lef t or r ight ar r ows at the bottom of the G r ou ps pane to
m ov e f or war d or bac kwar d thr ou gh the pages .

Additionally, eac h page c an be s et to dis play 5 , 1 0, or 20 gr ou ps by u s ing the dr op- down m enu to
the r ight of the nav igation ar r ows .

E x is ting gr ou ps ar e dis played in a table and the f ollowing inf or m ation is pr ov ided f or eac h gr ou p:

l G r ou p N am e: D is plays the nam e of the gr ou p.

l AD G r ou p: D is plays whether the gr ou p r equ ir es au thentic ation u s ing Ac tiv e D ir ec tor y.

l Ac c es s Lev el: D is plays the pr edef ined ac c es s lev el as s igned to the gr ou p (Adm inis tr ator ,
P r ogr am m er , Oper ator , Us er , or Connec t).
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Clic k the c or r es ponding bu tton in the Ac tions c olu m n to v iew detailed gr ou p inf or m ation or to
delete the s elec ted gr ou p .

Clic k on the Cr eate G r ou p bu tton in the G r ou ps tab to c r eate a new gr ou p.

Cr ea te Loc a l Gr oup
1 . Clic k the Cr eate G r ou p bu tton.

2. I n the Cr eate G r ou p dialog enter the f ollowing:

l E nter the gr ou p nam e in the N am e f ield.

l As s ign the gr ou p ac c es s lev el by s elec ting a pr edef ined ac c es s lev el (Adm inis tr ator ,
Connec t, Oper ator , P r ogr am m er , Us er ) f r om the Ac c es s Lev el dr op- down lis t.

l Make s u r e that the Ac tiv e D ir ec tor y G r ou p s lider is s et to Of f .

3. Clic k OK to s av e. Clic k Canc el to c anc el the c hanges .

Ad d Ac ti v e D i r ec tor y Gr oup
A gr ou p c annot be c r eated or r em ov ed f r om the Ac tiv e D ir ec tor y s er v er , bu t ac c es s c an be
gr anted to an ex is ting gr ou p in Ac tiv e D ir ec tor y.

Cr e ate G r oup D ialog Box

Onc e the gr ou p is added, all m em ber s of that gr ou p will hav e ac c es s to the D M- N VX- 35 0/ 35 1 (C).

1 . Clic k the Cr eate G r ou p bu tton.

2. I n the Cr eate G r ou p dialog enter the f ollowing:

l E nter the gr ou p nam e in the N am e f ield, f or ex am ple “ E ngineer ing G r ou p.”

N ote that gr ou p nam es ar e c as e s ens itiv e; s pac e is a v alid c har ac ter than c an be u s ed
in gr ou p nam es .

3. As s ign the gr ou p ac c es s lev el by s elec ting a pr edef ined ac c es s lev el (Adm inis tr ator , Connec t,
Oper ator , P r ogr am m er , Us er ) f r om the Ac c es s Lev el dr op- down lis t.

Make s u r e that the Ac tiv e D ir ec tor y G r ou p s lider is s et to On .

4 . Clic k OK to s av e. Clic k Canc el to c anc el the c hanges .
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D el ete a Gr oup
Clic k the tr as hc an bu tton ( ) in the Ac tions c olu m n to delete a gr ou p. Clic k Y es when pr om pted
to delete the gr ou p or N o to c anc el the deletion.

W hen a gr ou p is deleted, u s er s in the gr ou p ar e not r em ov ed f r om the dev ic e or Ac tiv e D ir ec tor y
s er v er . Howev er , bec au s e a u s er ’s ac c es s lev el is inher ited f r om a gr ou p(s ), u s er s within the deleted
gr ou p will los e the ac c es s r ights as s oc iated with this gr ou p. W hen an Ac tiv e D ir ec tor y gr ou p is
r em ov ed f r om D M- N VX- 35 0/ 35 1 (C), all m em ber s of that gr ou p will los e ac c es s to the D M- N VX
dev ic e.

Vi ew Gr oup D eta i l s
Clic k the inf or m ation bu tton ( ) in the Ac tions c olu m n to v iew inf or m ation f or the s elec ted
gr ou p. The G r ou p D etails dialog lis ting the f ollowing inf or m ation f or the s elec ted gr ou p.

G r oup D e tails D ialog Box

l N am e: D is plays the nam e of the gr ou p.

l Ac c es s Lev el: D is plays the ac c es s lev el of the gr ou p and its u s er s .

l Ac tiv e D ir ec tor y G r ou p: D is plays whether the gr ou p is an Ac tiv e D ir ec tor y gr ou p.

Clic k OK to c los e the G r ou p D etails dialog and to r etu r n to the Au thentic ation Managem ent
G r ou ps s ettings .
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802.1x Config ur a t ion

The D M- N VX- 35 0/ 35 1 (C) has bu ilt- in s u ppor t f or the 802.1 x s tandar d (an I E E E networ k s tandar d
des igned to enhanc e the s ec u r ity of wir eles s and E ther net LAN s . The s tandar d r elies on the
ex c hange of m es s ages between the dev ic e and the networ k' s hos t, or au thentic ation s er v er ),
allowing c om m u nic ation with the au thentic ation s er v er and ac c es s to pr otec ted c or por ate
networ ks .

The 802.1 x Conf igu r ation page c an be ac c es s ed at any tim e by s im ply c lic king the 802.1 x
Conf igu r ation tab in the nav igation bar of the web u s er inter f ac e of the D M- N VX- 35 0/ 35 1 (C).



W e b Int e rf a ce Conf i g ura t i on G ui d e — D oc. 8 8 7 5C D M -NVX-3 50 /3 51(C) • 3 9

8 0 2 .1x Configur ation P age

Co n figu r e DM - N V X - 3 50/ 3 51 ( C) fo r 802 . 1X Au t h e n t ic at io n :
1 . Mov e the I E E E 802.1 X au thentic ation s lider to E nabled. This will enable all options on the

802.1 X dialog.



40 • D M -NVX-3 50 /3 51(C) W e b Int e rf a ce Conf i g ura t i on G ui d e — D oc. 8 8 7 5C

2. S elec t the Au thentic ation m ethod: E AP - TLS Cer tif ic ate or E AP - MS CHAP V2 P as s wor d
ac c or ding to the networ k adm inis tr ator ' s r equ ir em ent.

3. I f you s elec t E AP - TLS Cer tif ic ate, c lic k Manage Cer tif ic ates to u pload the r equ ir ed m ac hine
c er tif ic ate.

The m ac hine c er tif ic ate is an enc r ypted f ile that will be s u pplied by the networ k
adm inis tr ator , along with the c er tif ic ate pas s wor d.

- or -

I f you s elec t E AP - MS CHAP V2 P as s wor d, enter the Us er nam e and P as s wor d s u pplied by the
networ k adm inis tr ator into the Us er nam e and P as s wor d f ields . This m ethod does not
r equ ir e the u s e of a m ac hine c er tif ic ate, only the u s er nam e and pas s wor d c r edentials .

4 . I f you enabled the E nable Au thentic ation S er v er Validation option, this will enable the lis t box
S elec t Tr u s ted Cer tif ic ate Au thor itie(s ) whic h c ontains s igned Tr u s ted Cer tif ic ate
Au thor ities (CAs ) pr eloaded into the D M- N VX- 35 0/ 35 1 (C).

S elec t the c hec k box nex t to eac h CA whos e c er tif ic ate c an be u s ed f or s er v er v alidation, as
s pec if ied by the networ k adm inis tr ator .

I f the networ k does not u s e any of the lis ted c er tif ic ates , the networ k adm inis tr ator m u s t
pr ov ide their own c er tif ic ate, whic h m u s t be u ploaded m anu ally, v ia the Manage Cer tif ic ates
f u nc tionality.

5 . I f r equ ir ed, type the dom ain nam e of the networ k in the D om ain f ield.
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